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ABSTRACT

The IEEE 802.11 Wireless Networks gains its popiylaand fame by providing the users
with several advantages in accessing informatiol,AMs provide true mobility and
flexibility to users. Another advantage of wireldsshnology is installation. A physical or
cable connection is no longer needed because & stognection to the access point via
electromagnetic waves is all that is necessarys Doth decreases installation costs and
allows for wireless networks to be installed indbons where previously it would have been
difficult or impossible to install wiring. Such befits and advantages bring up some security
and performance problems.

Various researchers have proposed several solutmnsiprove WLAN security and to
understand the impact of the security mechanismghenperformance of the network.
However, the establishment of a tradeoff betweenr#y and network performance is often
neglected. The aim of our research thesis is tontiffyathe impact of the security
mechanisms on the performance of the network.

This research thesis investigates the effect oftiptel security mechanisms on the
performance of multi-client saturated and unsataratetworks. The performance effect of
different TCP and UDP packet size distributionssacure networks is also studied. Our
results prove that the security mechanisms affeetnetwork performance in different ways
and the more secure the network is, the lower gmopnance is. Our results provide ways in
which to configure wireless networks such that secuequirements can be met in relation

to quantifiable performance impact in practicaliattons.



RESUMEN

El IEEE 802.11 (redes inalambricas) gana su renemgbiama proveyendo a los usuarios
varias ventajas accesando informaciones. WLAN prowebilidad verdadera y flexibilidad

a los usuarios. Otra ventaja que provee las redalmbricas es la instalacion. Una
instalacion fisica no es necesaria porque una (oocaxion al punto de acceso 0 antena
usando ondas electromagnéticas es todo lo quecesar®. Ambos, decrece el costo de
instalacion y permite de instalar redes inalambria locaciones donde fue realmente dificil
de instalar redes (LAN) previamente. Tales bermdicy ventajas traen problemas de
seguridad y de desempefio.

Varios investigadores han propuesto varias sole@siggara mejorar la seguridad de WLAN y
para entender el impacto de los mecanismos deidadwobre el desempefio de la red. Sin
embargo, el establecimiento de una compensacide Enseguridad y el desempefio de la
red se descuida a menudo. El objetivo de nuestesiigacion es de cuantificar el impacto
de los mecanismos de seguridad sobre el desempdéaaet.

Esta tesis investiga el efecto de varios mecanisieoseguridad sobre el desempefio de las
redes inalambricas saturadas y no saturadas de-aente. El efecto del desempefio de
distribuciones de paquetes usando TCP y UDP cqmadi trafico en redes seguras también
fue estudiado. Nuestros resultados demuestranagumécanismos de seguridad afectan el
desempefo de la red en diversas maneras y ma sgla red, menos es el desempefio.
Nuestros resultados proveen maneras de las cuakesse pueden configurar las redes
inalambricas tales que los requisitos de segurglgueden resolver en lo referente al

impacto cuantificable del desempefio en situaciprésicas.
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CHAPTER 1

Introduction

The needs of accessing information while movinguadomake mobile technologies very
demanding and preferred by a lot of users. In faben we talk about mobility, the closest
term that comes to our mind is “Wireless Networkhigh is any network system that
provides users with both mobility and flexibilitp iaccessing information. Because of the
needs for mobile communication, wireless network bacome very popular. Unlike the
wired Local Area Network, IEEE 802.11, one of thestnpopular WLAN does not require a
physical connection from the client to be connediedhe network because the data is
transmitted and received over the air. It uses @ess point to establish the connection
between users and servers by transmitting data tbeeair. Such benefits of mobility and
access bring up some security and performancess3inre fact that the data is transferred
over the air makes it really easy for an attackeantercept it and use it for wrong purposes.
However, security is a very important problem beeapeople use wireless network services
for various purposes such:asnline transactions using a credit card, sendimgileor
exchanging personal data. Thus, the interceptidhexfe types of information by an attacker
can cause a lot of damages to companies and users.

Several security algorithms have been proposea$garchers from different manufacturers
to solve the IEEE 802.11 security problems. Usuydlg use of these security mechanisms
can decrease the performance of the network. Tablem of the impact of the security

mechanisms on the performance of the network ishnsiudying.



1.1 Problem Statement and Justification

Wireless computing is a rapidly emerging technoldbgt provides users with network
connectivity without being tethered off of a wiredtwork. Once the user is connected to the
network via wireless, he/she has the opportunitméwe around with his/her laptop and still
be able to access the resources of the network’swhy users like the wireless technology
so much.

In fact, most of the time, when it comes to naiedwork users, their only concerns is to be
connected and being able to access informatiorhemétwork and they never think about
the existing security risks when someone is nawigabn the internet or exchanging
information via a network. This is especially tusfewireless users. All they have in mind is
to be able to access information everywhere withbatneed of a physical connection, but
they never realize that a wireless network haveogsrsecurity flaws because of its
transmission medium which is the air. Thus, it eyyweasy for an attacker to access a
wireless network without authorization and to usimation or resources of the network
for the wrong purposes.

The security of the wireless network is an impartapic that needs to be studied. Over the
years, several security mechanisms have been mopnsthe wireless network equipment
manufacturers and researchers. Even though thepaareompletely secure, they provide
some security means to the users against attackbes.drawback of using the security
mechanisms is that they affect the performancé®hetwork. Thus, some work needs to be

done with the main goal of providing a way to pobthe wireless network while taking into



consideration the performance of the network. Addf between security and performance

is necessary in order to protect the wireless LAN.

1.2 Objectives

Although wireless network is among the fastest-gngwirends in technology, the key point
of the companies from adopting it, is security. Thain concerns for enterprises are the
security risks associated with WLAN and the ovechea performance problem involved
with managing these risks.
Because of the security issues of the Wireless ILAza Network, several researchers have
conducted research on the IEEE 802.11 WLAN to im@nés security measures. The main
purpose of this project is to understand the sgcproblems and vulnerabilities of the IEEE
802.11 and to quantify the impact of the securitgchmnisms on the performance of the
Wireless Local Area Network. Then, make an anaytaomparison of the performance of
different security enhancement schemes and projp@ssecurity mechanism that provides
the best tradeoff between performance and secasitgcommendation for the protection of
the IEEE 802.11 WLAN.
The objective of this thesis is to identify the fpemance and security issues of Wireless
Local Area Networks using several security mechmasisThe goal of the research study can
be subdivided into four questions:

* How is the network performance at each securitglizv

* Do the security mechanisms have any impact on peeoce while using the

IEEE 802.11 model?



* Do the security mechanisms have an impact on difteraffic types?
* Do the traffic types (TCP and UDP) affect the perfance of the network
differently?
The outcome of the investigation is a proposed lesie security policy guidelines or
recommendations based on the results of the expetinthat provide tradeoffs between

security and performance.

1.3 Thesis Outline

Chapter 2 provides an overview of Wireless LocaéaANetwork. A complete overview of
the IEEE 802.11 and protocol being used is prederte Chapter 3, we present several
security mechanisms for the IEEE 802.11 and therggdreats that can affect them.

Chapter 4 presents a brief overview of the netwmiormance metrics and also discusses
prior research carried out on the performance efristwork when different security layers
are applied.

Chapter 5 explains the methodology being used molwct the experiment; the manual setup
of the Wireless LAN and the equipments used toinlatecurate results.

In Chapter 6, the results and data collected duthey experimentation are presented,
analyzed and validated. The impact of the seclaitgrs against the network performance is
evaluated based on the traffic types such as TGP WDP and for different security
mechanisms. The impact of the security mechanisganst multiple clients is also

measured.



In Chapter 7, we provide some recommendations basdtie results of our experiment on
how to configure and choose a security mechanisadan a tradeoff between performance

and security. We conclude our study and indicatersé subjects for future work in Chapter

8.



CHAPTER 2

Wireless Local Area Network

Since the invention of laptop computers, many pedld a dream of walking into an office
and magically having their notebook computer betouanpnected to the internet [40].
Consequently, various group of researchers startedking on ways and different
approaches to accomplish this goal. It has beentlemn a decade since researchers have
come up with a practical technique that allows sisermove around an office with a mobile
device and still be able to connect to the intearet access network resources without the
need for a physical connection. Both the office #m& mobile devices have to be equipped
with short-range radio transmitters and receiversalow them to communicate. That
approach quickly led to Wireless Local Area Netveo(WLAN) being marketed by several
companies.

IEEE 802.11 is the major Wireless Local Area Netwstandard. This chapter presents an

overview of the IEEE 802.11 standard.

2.1 Wireless LAN Overview

The wireless LAN technology and industry were biorthe mid 1980s when radio frequency
(RF) spectrum was first made available by the Fdd@ommunications Commission (FCC).
When it was first introduced to the market, growthas considerably slow. Lately, wireless
LAN technology is experiencing incredible growth.dddition to the flexibility it provides to

the users, one of the key reasons that allowsrdwitg is the increased bandwidth made



possible by the IEEE 802.11 standard. Table 2-lviges some key and important

characteristics of the 802.11 standard.

Table 2.1Characteristics of 802.11 Wireless LANs [26]

Characteristic Description
Direct Sequence Spread Spectrum (DSSS), Frequency Hoping Spread
Physical Layer Spectrum (FHSS), Orthogonal Frequency Division Multiplexing
(OFDM), Infrared (IR).
Frequency 2.4 GHz (ISM band) and 5 GHz.
Band
Data Rates 1 Mbps, 2 Mbps, 5.5 Mbps (11b), 11Mbps (11b), 54 Mbps (11a)
Data and RC-4 based stream encryption algorithm for confidentiality,
Network authentication, and integrity. Limited key management. (AES is being
Security considered for 802.11i).
(R)’peratmg Up to 150 feet indoors and 1500 feet outdoors.
ange
- Ethernet speeds without wires; many different products from many
Positive . . : ! .
different companies. Wireless clients cards and access point costs are
Aspects .
decreasing.
Negative Poor security in native mode: throughput decreases with distance and
Aspects load.

2.2 Brief History

Motorola developed one of the first commercial WLANstems with its Altair product.

However, early technologies had several probleras pinohibited its pervasive use; these
LANs were expensive, provided low data rates, prtmeradio interference and were
designed mostly to proprietary RF technologies .[26]1990, IEEE initiated the 802.11
project with the main goal of developing a MediuracAss Control (MAC) and Physical
Layer (PHY) specification for wireless connectiwtythin an area. It was in 1997 that IEEE

first approved the 802.11 international standard1999, IEEE ratified the 802.11a and
7



802.11b standards. Since then, several other 802diidards have been ratified such as:

802.11g, 802.11e, 802.11i et al.

2.3 Wireless LAN Requirements

Wireless Local Area Network provides users withesall advantages such as mobility,
greater flexibility and increased productivity. Bugers still keep asking if WLANS provide
the same services and capabilities as wired LANsIST the wireless community faces
certain challenges and constraints to meet thegetokes. Willing to meet these objectives,
the IEEE 802.11 standard committee has to come itlp WLANs system that can meet
certain requirements typical of any LAN such ashhigppacity, ability to cover short
distances, full connectivity among attached statiand broadcast capability. They also have

to meet certain requirements specific to theirnded environment such as:
* Throughput: Because of physical limitations and limited bardiWwj currently WLANS

are operating at data rates between 1 to 54 Mbike whred LAN can be operated at a

transmission speed of 10 GB/s.

* Number of nodes:WLANSs should be able to allow hundreds of nodesdmmunicate
with each other across multiple cells.

* Transmission robustness andecurity: A wireless LAN needs to be properly designed to

avoid interference and security problems since af, rthe network may be prone to

interference and it will be easier for an attackeeavesdrop and get access to it. A proper



design of the WLAN allows reliable transmission aadhigh level of security against
eavesdropping.

* Service area:A typical coverage area for a wireless LAN is apjmaately of 100 to 300
meters.

* Power consumption:When users are connected to a wired LAN, mosheftimes their
devices are connected to a power outlet plug thadyzes a current of 110 V, which is
different for connections to a wireless LAN whefee tmajority of devices are mobile,
portable and typically battery powered. Thus, tBe af a battery is definitely required for
wireless devices. Therefore, devices must be dedigm be very energy-efficient, resulting
in “sleep” modes and low-power displays, causingrsigo make cost versus performance

and cost versus capability trade-offs [16].
¢ Handoff/roaming: When the wireless LAN of an organization is congzbef several cells,

the MAC protocol being used should allow the uset his/her mobile devices to move from

one cell to another.
* Dynamic configuration: The MAC protocol being used for network managenséauld

allow organizations or enterprises dynamically aatbmatically to add, delete or relocate

end systems without interrupting other users ofithreless LAN.

2.4 Architecture

The basic service se(BSS) is the fundamental building block of the IEEE 802.1

architecture [16]. A BSS is a group of stationd #ra functioning under the direct control of



a single coordination function such as Distribut@aoordination Function (DCF) or Point
Coordination Function (PCF). The geographical ameered by the BSS is called a basic set
area (BSA) which is equivalent to a cell referritwy cellular communications network.
Normally, all the stations in a BSS can communioaith each other and they can also
interact with other stations in another basic befact, the 802.11 standard can be operated
in two different modes: Ad-Hoc and Infrastructurede.

In the infrastructure mode, also known as basiviserset, the WLAN consists of at least
one access point (AP) that regulates and manageactivities of the network and a set of
mobile devices connected to it. In this type ofelss network, the functionality of the
network is centralized into the access point bezallsmessages sent have to pass through
the access point first before reaching the nodeivec In certain cases, depending on the
configuration of the network, the users have taidig himself/herself to the access point by
using a user name and password to get access toeth®rk. In some cases where the
wireless network has to communicate or interachwitwired network, the access point is
used as an Ethernet bridge to maintain the cororedtigure 2.1 .b shows an example of a
wireless network in a single cell consisting of @oeess point and four stations connected to
it.

The Ad-Hoc mode is also called peer-to-peer or pedeent Basic Service Set (IBSS). A
WLAN is said to be in that mode when it is a sealfiiguring network consisting of a set of
autonomous mobile users that communicate overivelgtbandwidth constrained wireless
links. This type of network requires at least twolihe devices (PCs) equipped with wireless
cards or a transmitter and receiver to be ablenm fa simple peer-to-peer network that will

10



allow the PCs to share resources. The mobile dewdtea communicate directly with each
other without the help of an access point, andefioee have no fixed infrastructure. Because
the nodes are mobile, the topology of the netwark lze changed without any prediction. All
the activities of the network such as: discovetimg type of topology to be used, delivering
and routing messages must be done by the nodes¢has. It is a decentralized network

type where the functionality of the wireless loaeta network is based on the nodes.

Chient

Access Pomt

{',‘]je-nt Chent
a. Ad-Hoe ode b. Infrasttucture Mode

Figure 2.1: Ad-Hoc and Infrastructure Modes

Figure 2.1.a shows an example of an Ad-Hoc netwanknposed of four clients that
interchange information with each other. The maiobfem of Ad-Hoc network is security
because the fact that the network doesn’t haveeal ftopology and a centralized structure
make it easier for an attacker to access the nktwor

In some particular cases a WLAN may be formed bingle cell with only one access point,
but most of the times the network will be formedhngeveral cells in which the access points

are connected through a backbone calledistribution system(DS), typically Ethernet.
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Together, the whole interconnected wireless LANSuding several different cells, their

access points and the distribution system, is bgathe upper layers of the OSI model as a
single network and is called thiextended Service Set (ES$he standard also includes a
definition of a concept named Portal which is aidethat connects an 802.11 and an 802

LAN. Figure 2.2 shows a typical Wireless LAN incing the components described

previously.

|EEE 802.x LAN
=
FPortal

Distiibution Svstem (DS)

Ethernet

Access|Point

[ ]
Bsg 1 Lel[ee=e=sl =]

Station 1 Station 2 Station 4 Station 5

Access |Pomt

|
BSS 2 [a] [=eecee] [==]

Station 3 Station 6 Station 7

Figure 2.2: Extended Service Set [37]
Even though the 802.11 standard does not requipgattically, a typical installation will
place the access points and the portal on the samaingle physical entity that is connected

to the 802 LAN.
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2.5 Services

The IEEE 802.11 standard defines several servitasthe wireless LAN has to possess to
possibly match the great functionality in wired LANThe main services arAssociation,
Authentication Security and Privacy

¢ Association: To be able to connect to a wireless LAN, a moldiéwice has to provide

certain information such as identity, data ratgspsuted, power management requirements
and address to the network. To do so, it must kstahn association with one of the access
points of the network. The access point based enirtformation provided by the mobile
station and its capability might accept or refuseassociation to the network. Once the base
station accepts the mobile station, it has thelmiéifjato communicate the information of the
user to another access point which makes it etwi¢ne user to move around. This is called
reassociation and makes it possible for an eshauisassociation or an accepted user to
transfer from one access point to another. Anoflegvice, called disassociation, makes it
possible for a mobile or a base station to notifijeo base stations when an existing
association is terminated.

¢ Authentication security: Because of the fact that wireless communication easily be

sent or received by unauthorized stations, a maiidiion must authenticate itself to the
network before being allowed to send data or messagross the WLAN. Once a station is
accepted by a base station, the base station aesykscial challenge frame to it just to see if
the station knows the password or secret key thaissigned to it. If the station returns a

correct answer to the base station, it is compjetetolled in the cell.

13



* Privacy: The confidentiality of the information being semeo a wireless network is very

important and to accomplish this, the messages teebd encrypted. To affirm the security
or privacy in the 802.11 standard, "ered Equivalent PrivacyWEP)algorithm is used. To
provide both privacy and data integrity, the WEgoathm uses an encryption scheme based
on the RC4 encryption algorithm which based onitlea that two communicating parties

must share a 40 or 128-bit key, which encryptsdeatypts all frames [37].

2.6 Protocol Layers

A typical protocol stack of IEEE 802.11 is givenkigure 2.3. The protocol stack of the

802.11 standard consists of three layers: logiteéd tontrol, media access control and

physical layer as illustrated in the figure.

The logical link control layer provides an interéato higher layer and performs some basic
link layer functions such as error and flow contrAl LAN always needs some ways to

control access to the transmission medium of thievor& so that the devices will use the

capacity efficiently. This responsibility belontgsthe MAC protocol which ensures that all

devices on the network are corporate. The physaar corresponds to the OSI physical

layer fairly well and the IEEE committee issued fingsical layer for 802.11 in three stages.
As shown in Figure 2.3, it includes the MAC layedahree physical layers: direct-sequence

spread spectrum (DSSS), frequency-hopping spresatrsp (FHSS) and infrared.

14
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Figure 2.3: IEEE 802.11 Protocol Stack [37, 38]

2.6.1 Physical Layer

The physical layer describes the frequency banth date and encoding technique. The
802.11 standard has three physical layers and #regbe following:

* Direct-sequence spread spectrum (DSS3)e 802.11 standard defines this medium as
operating in the 2.4 GHz ISM band, at data raté ahd 2 Mbps. Each bit is transmitted as
11 chips by using what is calledBarker sequencelt uses phase shift modulation at 1

Mbaud, transmitting 1 bit per baud when operatingy and 2 bits per baud when operating at
2 Mbps. No license is required to use this banthen US. The total number of available

channels depends on the bandwidth allocated bgahenal regulatory agencies.
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* Frequency-hopping spread spectrum (FHS8gs 79 channels and operates in the 2.4 GHz

ISM band, at data rates of 1 and 2 Mbps. A pseudion®a number generator is used to
produce the sequence of frequencies hop. As lorgl agations use the same seed to the
pseudorandom number generator and stay synchroimizihe, they will hop to the same
frequencies simultaneously. The dwell time, whighihie amount of time at each frequency,
is an adjustable parameter but must be less tham&@cs. FHSS randomization provides a
fair way to allocate spectrum in the unregulateld &nd and provides a measure of security
because an attacker who does not know the hoppipgesice or dwell time will not be able
to eavesdrop on transmissions.

¢ Infrared (IR): The IR or infrared band specification identifiegzavelength range from 850

to 950 nm. The IR band is designed for indoor usly @nd operates with nondirected
transmissions. The IR specification was desigmedrable stations to receive line-of-site
and reflected transmissions. Encoding of the baseess rate of 1 Mb/s is performed using
16-pulse position modulation (PPM) where 4 dats laite mapped to 16 coded bits for
transmission. The enhanced access rate (2Mb/gyfiesrmed using 4-PPM, where 2 data bits

are mapped to 4 coded bits for transmission [16].

2.6.2 MAC Layer

The MAC layer is responsible for allocating chanpedcedures, addressing protocol data
unit (PDU), formatting frames and error checkingisTprotocol requires only one station to
transmit at a time and also data to be transmittddocks or frames. User data, destination

and source address, error detection code and MAGaldits are included in every frame.
16



Each mobile station monitors the shared mediunfriones with a destination address that
matches its address and copies the frames addresgedlf. In fact, the MAC layer can be
operated in two modes: the lower one, which isdisé&ributed coordination function (DCF),

and the upper one, which is the point coordinatimtion (PCF).

2.6.2.1 Distributed Coordination Function (DCF)

The DCF mode is one of the most widely used methodsupport the asynchronous data
transfer in WLAN. This method does not use any reértontrol such as access point, and
then all the stations have to support and capablieiag the DCF mode. It is based on a
protocol named CSMA/CA (CSMA with Collision Avoides protocol). This protocol uses
both virtual and physical channel sensing. In IEER.11, carrier sensing is performed at
both the air interface, referred to as physicaliearsensing, and at the MAC sub layer,
referred to as virtual carrier sensing [16]. TheM23CA uses two methods of operation. In
the first method, a station might want to transimibrmation but first it checks the channel
and if it is idle, it can start transmitting. Inetltase where a collision occurs, the colliding
stations have to wait for a random time based enBEthernet binary exponential backoff
algorithm before trying again later. The other noeltlof operation uses MACAW and virtual

channel sensing.

2.6.2.2 Point Coordination Function (PCF)

The point coordination function is a centralizedagithm that provides contention-free

service by polling mobile devices in turn. This hwd uses an access point to control the
17



activity and traffic in its cell. The access poplls the stations to see if they have any
frames to send. Because the traffic is being ctlattdoy the access point, no collisions ever

happen in the PCF mode.

2.7 Different 802.11 Standard

There are several different IEEE 802.11 Standarte. most used and important standards

are IEEE 802.11b, IEEE 802.11 a, IEEE802.11q, IBEE11e and IEEE 802.11..

2.7.1 IEEE 802.11b

The 802.11b standard was ratified in 1999 and #nsextension of the original version
802.11 DSSS scheme that provides data rates ofaddb 11 Mbps. It uses the same
CSMA/CA media access method defined in the 802tdddard. The 802.11b protocol uses
complementary code keying (CCK) as its modulatieohhique which is a variation on
CDMA that provides higher speed transmission. Wpéctl indoor range for the standard is
90 meters at 1 Mbps and 30 meters at 11 Mbps.iffiations of it are the interference with
other wireless technologies and security issues. [EEE 802.11b standard is currently the

most commonly used in commercial products.

2.7.2 |EEE 802.11a

The 802.11a standard was also ratified in 1999itanperates in the 5 GHz band. It uses the
same core protocol as the original one which is IEHEE 802.11.1t uses an orthogonal

frequency-division multiplexing (OFDM) also calleshulticarrier modulation that uses
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multiple carrier signals at different frequencieending some of the bits on each channel
[38]. However, the OFDM dedicates all of the sulargiels to a single data source. The

available data rates for this standard are: 62918, 24, 36, 48 and 54 Mbps.

2.7.3 |IEEE 802.119g

The IEEE 802.119g standard was ratified in June 20@Bit extends the data rates of 802.11b
from 12 to 54 Mbps per channel. Just like the 8Di2,1t operates in the 2.4 GHz range. The
orthogonal frequency-division multiplexing (OFDM) the modulation scheme used by the
802.11g for the data rates of 6, 9, 12, 18, 24486nd 54 Mbps and reverts to CCK for 5.5
and 11 mbps and DSSS for 1 and 2 Mbps. With tlaedstrd, 802.11b devices will work
when connected to an 802.11g access point, and B 2levices will work when connected

to an 802.11b access point, in both cases usinigwer 802.11b data rate [38].

2.7.4 |EEE 802.11e

The IEEE 802.11e revises the MAC layer with theaidd improving QoS (Quality of
Service), MAC address enhancement and security amésrins. It accommodates time-
scheduling and polled communication during nulliges when no other data is moving
through the system. It also improves polling effi@y and channel robustness. These types
of improvements and enhancements provide the guaditessary for services such as IP
telephony and video streaming. A quality of senatation is any base station implementing

802.11e [38].
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2.7.5 IEEE 802.11i

The IEEE 802.11i standard defines security andeatitbation mechanisms at the MAC layer.
This is the standard that provides the strongestrdgg means for wireless LANSs. It
addresses the security issues of the WEP algowotigmally designed for the MAC layer of
802.11. The IEEE 802.11i addresses and improveg ttmain security areas: authentication,
key management and data transfer privacy [8]. Athese areas are extremely lacking in the

WEP algorithm. Figure 2.4 presents a general ogeraf the 802.11i standard operation.

3l
-~
. =
Q <L -"Li? %G ./ 7
S| —
e = —
e _

< a

Mobile device Access point Authentication
I Security capabilities discovery % bl
H Authentication I
I Key management E Key distribution l
H Data protection ﬁ

Figure 2.4:802.11i operational phases [38]

The 802.11i standard improves authentication byirexy the use of an authentication server
(RADIUS) and by defining a more robust authentmafprotocol. It also implements a two-
way authentication method to prevent the man-inrtiddle attacks that have been so
prevalent on 802.11b networks [8]. In fact, new kémpve been introduced in the 802.11i

standard to allow two-way authentication. The fistthe master key (MK) which is a
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symmetric key that facilitates authentication ohast with the authentication server. The
pairwise master key (PMK) which is a private, synnekey that is used by the client or
user and access point to control access to theornletWwhe authentication method of the
802.11i can be divided into two different pathsrs#y, the user to access point
communication and secondly, the access point teeatitation server communication.

The second area of improvement by the 802.11i ysrkanagement. Besides the MK and
PMK mentioned earlier, there are other keys sucpaisvise transient key (PTK), the key
confirmation key (KCK), the key encryption key (KIEEKhe group transient key (GTK) and
the temporal key (TK). With all of these keys, #atde key management is needed for
802.11i. The 802.11i standard manages the keysllasvéd. Firstly, it uses the RADIUS
server to pass the PMK from the authenticationesetw the access point. Secondly, it uses
the PMK and a process known as 4-way handshakerteedand verify the PTK. Finally, it
uses a procedure named group key handshake tatee@TK from the access point to the
user. Using this simple process, 802.11i provié#alile and secure key management.

IEEE 802.11i provides the use of three differemusigy encryption schemes to protect the
privacy of users. They are identified as CCMP (Qeurwith Cipher Block Chaining
Message Authentication Code Protocol), TKIP (Tempdfey Integrity Protocol) and
WRAP (Wireless Robust Authenticated Protocol). CCMges the newly approved AES
(Advanced Encryption Standard) encryption standardncrypt data. It was designed from
the beginning with the idea to handle packet-basmdmunications and it provides both
authenticity and privacy by encoding the plaintbgfore encrypting it. It has been shown
that this method is probably secure but the drawlHcit is that it requires a hardware
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upgrade which makes it very expensive to use. iBhahy the two other protocols have been
included into the 802.11i standard. The WRAP proltas the original implementation of

AES for wireless LANs. However, the methodologiesnly used in WARP were proved to

be insecure, similar to the ones found in WEP. TKiBvides a data transfer solution that is
intended to patch the holes discovered in WEPTBg problems addresses by the TKIP are
data forgery, replay attacks, encryption misuse leyl reuse. The most interesting point
about the TKIP protocol is that it does not requardardware upgrade; only a software

upgrade is needed.

2.8 Benefits and Obstacles

The IEEE 802.11 standard provides several bengfitgireless users but at the same time,
there are some obstacles that are related to ihignsection, we present the benefits and

obstacles of the 802.11 standard.

2.8.1 Benefits

IEEE 802.11 provides four primary benefits to ttsens: User mobility, rapid installation,

flexibility and scalability.

» User mobility: Wireless LANs allow users to move around witlaptbp and still be able
to access network resources and the internet witdouneed for a physical connection.

* Rapid installation: The time required to create a wireless LAN is mi&fly less than to
create a wired LAN because the wireless LAN doesraquire cable installation or

pulling them through walls or ceilings.
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* Flexibility: 802.11 allows users to install and take down ws®lLANS in location as
necessary. The installation of a small wireless LA temporary needs such as a
conference, trade show or normal meeting is vesihedone.

e Scalability: WLAN topologies can be easily and quickly configlhi® meet specific
application and installation needs and to scalmfsmall peer to peer networks to very

large enterprise networks that enable roaming au®pad area.

2.8.2 Obstacles

The IEEE 802.11 standard has faced several obstdaléng its functioning. One of the main
problems for the 802.11 is the interference witieotdevices or systems that are operated in
the same frequency range such as Bluetooth, HonafdFmany other devices. A group
called 802.15 is studying that problem to see huay ttan allow two systems with the same
frequency range to operate and exchange informatiorthe same area without any
interference problems.

Another major problem of the 802.11 is securityrédéiss LANs are uniquely vulnerable to
both eavesdropping and unauthorized transmissioause transmission is done over the air
instead of using a decent cable. In fact, the IBBE.11 standard has provided certain ways
to address security problems. Several security ar@esms have been developed and made
available to wireless users. The 802.11 standasd phrovides the stronger security

mechanism is the 802.11..
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2.9 Summary

This chapter reviews the wireless Local area ndtwechnology. Firstly, a brief overview
and history of the IEEE 802.11 were given. The meguoents needed to establish a wireless
LAN were presented. Two different types of IEEE 802operation mode were discussed:
Infrastructure and Ad hoc mode. The important sewineeded for a wireless LAN were
reviewed. The 802.11 protocol layers such as physiad MAC layers were discussed.
Different IEEE 802.11 standards were presentedllyinthe benefits and obstacles related to

the 802.11 standard were given.
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CHAPTER 3
Wireless LAN Security

Wireless Local Area Networks have gained a tremasdd incredible popularity across
the computer network market over the years. Howetteg threats and security fears
associated with them have caused some network reemamnd administrator to avoid
installing wireless LAN, regardless of the numerdaenefits that they provide. Several
manufacturers understand the fears, uncertaimigéslaubts caused by the security problems
of the Wireless Local Area Network. They realizattboming up with a security measure to
make the WLAN more secure would be a great assktsaarce of profit for them. Thus,
they invest in research with the goal of comingwigh a solution that satisfies the needs of
the buyers when it comes to the security of theHED2.11 WLAN. As results of these
researches, several measures of security have fpeeosed by these manufacturers and
some of them have been used by the IEEE 802.134[32, 9 and 35].

In this chapter, the security issues related tdEkE 802.11 are presented. Then, we review
the different existing security mechanisms avadall the market. Security threats and
vulnerabilities associated with the WLAN are exphbiand several countermeasures to fight

them are being proposed.

3.1 Goals of Wireless LAN Security

The main goal of the wireless LAN security is t@tect the privacy of the clients just to

make sure that an attacker is not able to accessieélwork without any permission and
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attack them. The following goals should be congddp implement effective wireless LAN
security:

* Maintain the confidentiality of data as it is i#d, processed or transmitted on a wireless
LAN.

* Maintain the integrity of data as it is storedpgessed or transmitted over a wireless local
area network.

» Maintain the availability of data stored on ael@ss LAN, as well as the ability to process
and transmit the data in a timely fashion.

* Identify and ensure the identity of the sendet mteiver of a message.

3.2 |EEE 802.11 Standard

This section presents the security mechanismsadleailin the IEEE 802.11 standard and
their weaknesses. The keying management probletie MWEP and its weakness have been

identified and the improvements to solve the ségtiaws are also presented.

3.2.1 802.11 Security Issues

Contrary to a wired network, a wireless LAN does$ have a physical connection; it sends
data over the air using radio waves that travelvben client devices and base station. That
means; any WLAN station within an access pointiserarea can receive data transmitted to
or from the access point. Thus, if not encryptedldhata or packets transmitted can be viewed
by anyone within the radio frequency range. Thagmaission mode of the WLAN has made

it one of the most targeted network technologieshtckers [15]. However, the traditional
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802.11 WLAN provides some security means to pratieetnetwork. These security means
include the use of open or shared-key authenticadiod static wired equivalent privacy

(WEP) keys. Their combination provides a level ofess control and privacy but each one
of them can be compromised. The following subseastidescribe the issues and security

challenges being confronted by the IEEE 802.11.

3.2.1.1 Authentication

The IEEE 802.11 supports two types of client auticahon methods: the open and shared-

key authentication.
* Open authentication methodhis is the default authentication method. Whers ibeing

used, it does not require an authentication ataatl anybody can access the network
resources at anytime. It involves a little morentlgupplying the correct service set ID
(SSID). With open authentication, the use of WEBvpnts the client from sending and
receiving data from the access point, unless thdias the correct WEP key [15].

* Shared-key authentication methdd the use of this method, the access point sends
challenge text packet to the client station anddient has to know and encrypt it with the
right WEP key and return it to the access pointhéf client does not know the key or has a
wrong key, he/she will not be able to authentidat¢éhe system. This method is not really
secure because an attacker can easily detect lttidar text challenge and the WEP key

and uses them to access the resources of the ketwor
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3.2.1.2 Key Management

Another type of key being used is the key managémvbich is a static WEP key that can be
either 40 bits or 128 bits of sizes. When this rodtls used, the static key has to be the same
on every devices of the wireless LAN. The drawbaicksing it is that, if the static WEP key

has been deciphered by an attacker, there is n@fMayowing that.

3.2.1.3 WEP Protocol

One of the first security mechanisms proposed bynthnufacturers is the Wired Equivalent
Privacy (WEP) protocol. It is included as part loé 8802.11 standard for encrypting WLAN
traffic. It was designed to protect data at thé& limyer and prevent unauthorized access to
802.11 data frames [32]. It requires that all tammmunicating devices to share the same key.
WEP can be used at both 40 or 128-bit depend omeled or the choices of the network
administrator.

The WEP protocol uses the symmetric stream cipl@&t &gorithm invented by Ron Rivest
to encrypt all network data traffic. In this algbrm, the same key is being used for the
encryption and decryption processes. Figure 3ustilates the functioning of the encryption
method of the Wired Equivalent Privacy Protocol.

Based on Figure 3.1, The WEP protocol uses twogsses that are applied to the plaintext
data. The first one encrypts the plaintext and sleeond one protects it against any
unauthorized modifications. Then, the secret k€ybids of size is combined with a 24 bits
initialization vector (IV) resulting in a 64-bit tal key size. The resulting key is placed into

the pseudorandom number generator (PRNG). The PRRG!) on its turn, outputs a
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pseudorandom key sequence based on the input keyn, The resulting sequence is being

used for data encryption by doing a bitwise XOR.

Tugtializati > I
tahzation
Vector(TWV) o p— Eey Sequence . |

| SFRS o PRNG ——————»| Ciphertesxt
Secret Koy ——

Idessage

h

Plaintest -L
Integrity Algorithim

L 4

Integrity Check Value(ICV)

Figure 3.1: WEP Encryption [44]

In the decryption approach of the WEP shows in f@di2, The IV (Initialization Vector) of
the incoming message is used for the generatioth@fsequence key necessary for the
decryption of the incoming message.

From Figure 3.2, the combination of the ciphertaxt the proper key sequence produces the
original plaintext and ICV (Integrity Check Valud)he decryption is verified by performing
the integrity check algorithm on the recoveredmikit and comparing the output ICV to the
ICV transmitted with the message. In case whereotliput ICV is different from the ICV
transmitted, the receive message is in error aner@m indication will be sent to the MAC
management and to the sending station. Mobile tslianth erroneous messages caused by

the inability to decrypt will not be able to authieate and access the network resources.
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Figure 3.2: WEP Decryption [44]

In fact, the WEP protocol provides some securityasuees for the IEEE 802.11 but it still
remains ineffective face to certain attacks. Sdvezaearches or documents prove the

ineffectiveness of the WEP [7, 20, and 43].

3.2.2 WEP Security Problems

The WEP protocol provides some security means smuoerity means for the IEEE 802.11.

It decreases the effectiveness of the attacksthatinsufficient because it is vulnerable to
various cryptographic attacks that reveal the shkey used to encrypt and authenticate data.
It also uses a static key that requires manuatiootdout practically it is even impossible to
use it for a relatively small number of wirelesgents. The vulnerabilities of the WEP
protocol arise from various design flaws. Somehef flaws are the lack of key management
processes, the generation of small initializatiesters (IV) and short encryption keys [34].
The initialization vector (IV) is a long sequencepseudo random bytes generated by the
WEP algorithm [8].

In [7], a group of researchers prove that the WERogol falls short of accomplishing its

security goals. They stated that the reused okéystream by the WEP can lead to several
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attacks. One of the reason that keystream is recs@ihg from improper 1V (Initialization
Vector) management. Because the shared key ggnehahges very rarely, the reuse of IV
often causes the reuse of the RC4 keystream. &/gublicly transmitted and that’s one of
the reasons that make it easy for an attackertextlig. Therefore, any reuse of old IV values
exposes the system to keystream reuse attack. fFr®rsame paper, they also proved that,
when the IV of an encrypted message is discovérexiyery easy to recover its plaintext by
using various methods of attacks. Once an attaokercepts the plaintext of a message, he
learns the value of the key stream used to endhgtmessage. Then, he/she can use this
keystream to decrypt other messages that use e 84 Over the time, the attacker will be
able to build a table of keystreams correspondmgdch IV or even a full decryption
dictionary to break up the security encryption pded by the WEP protocol. They also
claimed that the checksum method being used bYMBP protocol to ensure that packets do
not modify while transmission is inefficient. Theyoved that messages can be modified in
transit without detection, in violation of the sdty goals. Most of these claims about the
safety issues of the WEP protocol were also supddry other researchers in [43 and 2].
Another group of researchers composed of Fluhremtv and Shamir discovered several
shortcomings and problems with the RC4 key-schadudigorithm being used by the WEP.
The attack illustrated in [20] focuses on a largss of weak initialization vectors (V) that
can be generated by the RC4 algorithm and bringseupral methods to be used to break up
the security key by using certain patterns in theallization vectors. The attack being used is

known as FMS attack and it is completely passiviis Ttype of attacks discusses the
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theoretical derivation of a WEP key in a range 00,000 to 1,000,000 packets encrypted
using the same key [15].

They are several tools out there on the wireleskehshat make it really easy for a hacker to
attack a wireless system. One of the most populari® Airopeek which is a program from
WildPackets that includes the capability to perietthe WEP key and provides an attacker
with plaintext decodes. Another popular tool basedhe FMS attack is the Air Snort which
can also help an attacker in his attacks againsiegs systems.

Based on these research results, it is obvioustligasecurity level provided by the WEP
protocol is ineffective. Therefore, new solutionsdaenhancements of this protocol are

needed.

3.2.3 WEP Improvements

The security measures provided in the 802.11 stdedare all vulnerable to attacks.
Therefore, systems should deploy additional hidgbeeet security mechanisms such as access
control, end-to-end encryption, password protectarthentication, virtual private networks,
or firewalls and assume the use of WEP as a vesig bayer of security only [3]. The IEEE
802.11 committee creates a task group denomin&2d 8 [41] to enhance the security and
authentication mechanism of the current 802.11irMnerk has resulted in:

* The improvement of the WEP with thiemporal Key Integrity ProtocqTKIP

* The deployment oEnhanced Security Netwo(ESN) solution

» The substitution of the 802.11 standard with 802alithentication and key
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3.2.3.1 WEP Improvement with TKIP

The Temporal Key Integrity Protocol (TKIP) [34, 9, new security standard also named
WEP2 was proposed by the IEEE 802.11i working grdiuis an immediate replacement for
WEP that fixes the very well-known problem of smiaitialization vectors (IV) and short

encryption keys. It uses RC4, the same symmetigeyption algorithm as WEP and 48-bit

vectors, which limit existing cryptographic attac&gainst WEP. It solves the short-key
problem of the WEP by generating longer keys. Isecaf undetected WEP modification

attacks, TKIP uses the Message Integrity Code (MéChnique to fix the security problems.
The Michael message integrity check technique kempssages from being replayed or
modified by an attacker. TKIP is not an ideal opierabecause it is not being accepted by all
existing applications. Still, it can be used as aranrobust solution to replace the Wired

Equivalent Privacy protocol (WEP).

3.2.3.2 ESN Solutions Proposed

The ESN solution is focused on stronger encrypitoordata over wireless networks by using
a non-proprietary 128-bit encryption solution, whisupport theadvanced encryption
standard(AES) algorithm [44]. HMAG-SHA1-128 can be used as the hashing function to

support message authentication with AES.

3.2.3.3 Substitution of the 802.11 Standard with 802.1x

One of the alternatives to improve the WLAN seguiig to develop a framework for

providing centralized authentication and dynamig Hestribution. This alternative is based
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on the IEEE 802.11 Task Group “i” end-to-end framgwwsing 802.1x. The IEEE 802.1x is
an authentication standard for 802-based LANs ugorttbased network access control. The
three main elements of an 802.1x approach folldsy:[1
« Mutual authentication between client and authetitoaserver (Remote Access Dial-
In User Service [RADIUS]).
«  Encryption keys dynamically derived after authestion.

« Centralized policy control, where session time-bigigers reauthentication and new

encryption key generation.

3.3 Wireless Security Threats and Attacks

The security solutions decrease the chances orriynities for an attacker to penetrate the
WLAN but still most of them are vulnerable to akacThe attacks that allow unauthorized
users to get access to the system are divided autive and passive attacks. Figure 3.3
shows several types of attacks and security thtbatscan be used by an attacker to attack a

wireless LAN.

Attacks

Passive
Attacks

—

Eavesdropping

Traffic Analysis

Figure 3.3: Security Threats and Attacks [26]
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3.3.1 Active Attacks

This is the type of attack in which the attackehacker gains access to a network and make
some modifications to the resources or to the ngessheing transmitted over this network.
It is possible to detect this type of attack busime cases, it may not be preventable. There
are four different types of active attacks: masgdery, replay, message modification and
denial-of-service. These attacks are defined below.

* MasqueradingThe attacker uses a sniffer to capture user reardgassword of an
authorized user to get access to the network ogaio certain unauthorized
privileges. He/She can also place his/her ownsacpeint into the network and
tricks unwitting users to reveal passwords.

* Replay The attacker listens and monitors the traffioNsstn two parties (passive
attack) and retransmits the message as one dofgftariate user.

* Message ModificatianThe attacker changes the contents of a legitimassage
by deleting, adding to, changing or reordering it.

» Denial-of-service The attacker prevents or prohibits the normal, fisectioning
and management of a network by injecting a largeuwarn of traffic into the
network. The technical term for it is jamming oodding the frequency of the
network. The legitimate traffic gets jammed becaudlegitimate traffic

overwhelms the frequencies, and legitimate traféin not get through.
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3.3.2 Passive Attacks

This is an attack in which an attacker or hackes gecess to a network but does not change
or makes any modifications to the resources ofnéttevork. There are two types of passive
attacks: Eavesdropping and Traffic analysis. Thesetypes of attacks are described below.

» Eavesdropping In this type of attack, the attacker uses sevwals to listen or
monitor the transmissions for message content. Ram@le of that is a hacker
walking or driving around a neighborhood with hes/Haptop and listening or
monitoring traffic within two workstations or a wless handset and a base station.

» Traffic Analysis The attacker monitors the traffic of a networld asbtains a lot of
information about this network. Once the attackietams these information, he/she
can analyze them statistically and find himself aywo access the network. He/She
can also build an attack dictionary by using thatistics obtained from the
monitoring session.

Various security algorithms have been invented smihe of them provide good security
features against these attacks, especially the madeh Encryption Standard (AES)
Algorithm which took an attacker an infinite numbmryears by using current computing
capability to decrypt it [37]. In fact, several ciermeasures need to be taken or applied to

protect Wireless LAN against the possible attacks.

3.4 Countermeasures

Several countermeasures can be used to addraghtasdecific attacks and threats related to

the Wireless LANs. Certain countermeasures invaoltieel change of SSID, the usage of the
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MAC authentication security mean and the WEP auib&tion protocol built in of most of
the access point. This section discusses diffdvasic security measures to prevent casual

attacks.

3.4.1 Updating Default Passwords

Usually, the access point or wireless devices cuoitie a default password or without any
password. Then, it is the responsibility of the adstrator of the network to change the
default password or to come up with a new passwoialotect the network against certain

threats or attacks.

3.4.2 Changing default SSID

The access point should not use the default SStRiged by the manufacturer because most
of them have published on the net and they arekmelvn by the attackers. Then, the default
SSID needs to be changed at the first use andgroation of the access point to avoid easy
access by unauthorized users. Even though an esplgiacker can capture the SSID over
the wireless interface, it has to be changed mgirévent unequipped users or attackers to

access the resources of the network.

3.4.3 Enable MAC Authentication

A MAC address is a hardware address that uniquiEntifies each computer or attached
device on a network. Networks use the MAC addresegulate communications between

different computer network interface cards (NIGO%)e IEEE 802.11 WLAN used the Media
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Access Control (MAC) address filtering to incredise security of the network. When it is
used or enabled as security measure, the clieatawthorized by their unique device MAC
address. In that case, clients who want to usedhsork have to take their wireless card to
the network administrator so it can be registetkeen they will have access to the network.
This technique increases the security means bstilithave some defections because an
attacker can easily determine the MAC address aatt by a wireless network via
eavesdropping and programs his/her wireless cardidnyg some software to enter the
desired MAC address and get access to the netWbhek MAC authentication method is not
completely secure but it is better to enable theQVi@uthentication method instead of not

using any security means.

3.4.4 WEP Authentication and Encryption

The wireless equipments or access point are nppstiout with the WEP security protocol
activated. By default, the WEP encryption is disdbllt is the responsibility of the network
administrator to activate the WEP protocol and se the shared authentication method
instead of open system as basic protection of tinelegss LAN. As mentioned before, the
WEP protocol supports two sizes of encryption kyor 128 bits. It is important to use the
strongest encryption method (128 bits) availabldoag as it is not affected the network.
However, as we have seen previously, the WEP isevable to several attacks no matter

what the size of the key is (Section 3.1.2).
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3.4.5 Default Channel Modification

To avoid Denial of Service (DoS) attacks and radierference between two access points in
close proximity, the setting of the default chanmaelist be modified to operate in different
frequency band. Once that is being done, it redikbeschances of having interference

problem.

3.4.6 DHCP Server Usage

For certain wireless LAN, the connection of a ugerthe network is being done
automatically by using a Dynamic Host Control Poalo(DHCP) server. The DHCP server
automatically assigns or provides IP addresseddoctients that are associated with an
Access Point. The use of a DHCP server providessuge advantages of roaming or
establishing ad-hoc networks. The treat with theOPHserver is that a malicious user or an
attacker could easily get unauthorized access emétwork through the use of a portable
computer with a wireless network interface caresc8ithe DHCP server will not necessary
know which wireless devices have access, it witbmatically assign the laptop a valid IP
address. Then, the attacker has access to thenmketwo

Several solutions can be used to fix the DHCP unselcproblems. Firstly, these problems
can be solved by assigning a static IP addresadb elient of the WLAN instead of using
DHCP server. But, this method can be practicalgduer small networks and it also negates
certain advantages of the network such as: roaamdghe establishment of ad-hoc networks.
Another possible solution is to implement the DHE#tver inside of a wired network’s

firewall that grants access to a wireless netwatated outside of the wired network’s
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firewall. The last solution is to use access puaiith integrated firewalls. In fact, a network
administrator should evaluate the need for a DH@Wes by taking into consideration the

size of their network.

3.5 Additional Security Extensions

So far, several security mechanisms and methods baen presented but they are all
vulnerable to attacks. Thus, additional means extdnsions of security are needed. This

section presents the strongest security mecharicgmareless LANS.

3.5.1 IPSec

IPSec is a framework of open standards for enswg@agire private communications over IP
networks [15]. It has a practical application &xwwe wireless LANs by overlapping IPSec
on top of cleartext 802.11 wireless traffic. Wh@&%ec is used in a WLAN, an IPSec client is
placed on every PC connected to the wireless n&tamd the user is required to establish an
IPSec tunnel to route any traffic to the wired ratky in case of existence of a backbone
wired network.
IPSec is used to provide confidentiality of IP figfas well as authentication and anti-replay
capabilities. For the confidentiality achievemembgess, IPSec uses the Data Encryption
Standard (DES) called Triple DES (3DES) or the Aalvanced Encryption Standard (AES).
Two major architectures and corresponding packesyare supported by IPSec:

» Encapsulating Security Payload (ESP) header whiokigles privacy, authenticity

and integrity.
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* Authentication Header (AH) that provides integrigyd authentication only for
packets.
The IPSec can operate in two different modes;tthasport modewhich can secure an
existing IP packet from source to destination dretdnnel modehat can put an existing IP
packet inside a new IP packet that is sent to adiuend point in the IPSec format, typically
between a pair of firewalls/security gateways oameruntrusted network. Figure 3.4 shows

both, the operational tunnel mode of the IPSec.

Server Client

Intranet

#1 Internet 42 Branch

w

A L I 'y
[P5ec - AH Tumne]l (RFW-E/FW)

IPSec - ESP Transport (chient-server)

| IPSec - ESP Transport [Fsec - AH Tunnel (RRFW-R/FW) (clientserver) | |

Figure 3.4:1PSec Operational Tunnel Modes [44]

In fact, IPSec is used primarily for data confidelity and device authentication. Some
extensions to the standard allow for user authatitic and authorization to occur as part of

the IPSec process.
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3.5.2 Robust Security Network Protocol

The Robust Security Network (RSN) also known as8b2.1x standard is another security
mechanism used to restrict access to unauthorized to the wireless network by
centralizing authentication of the WLAN users andigates some of the weaknesses of the
WEP. It is essentially a standard for sending anttbation messages (keys) between an
802.11 access point and a centralized authenticaever, usually a RADIUS (Remote
Authentication Dial-in User Service) server [9].€lbrotocol used in the RSN method is

called Extensible Authentication Protocol (EAP).

3.5.2.1 Extensible Authentication Protocol

The Extensible Authentication Protocol (EAP) wagyioally created as an extension to the
Point-to-Point Protocol (PPP) that allows for depehent of arbitrary network access
authentication methods and provides centralizedemtication and dynamic key distribution.
When EAP is used as security mechanism in a WLANrenment, a client that associates
with an access point can not gain access to thgonketuntil he/she performs a network
logon. After association, the client performs mutaathentication into the networks by
exchanging EAP messages with the access pointeoiRDIUS server of the WLAN,

verifying the RADIUS server credentials and vicesee An EAP supplicant is used on the
client machine to obtain the user credentials sashuser ID and password, or digital
certificate. If the mutual authentication betweéert and server is successful, the RADIUS

server and client then derive a client-specific WKel to be used by the client for the current
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logon session. In the EAP authentication process, passwords and session keys are never

transmitted in the clear, over the wireless link.

In fact, EAP provides three significant benefitsamht comes to the 802.11 security:

* The first benefit provided is the mutual authentama scheme, as described previously.
This scheme eliminates completely the types ofclstanamed “man-in-the-middle
(MITM) attacks”.

* The second one is the centralized management atrtbdtion of encryption keys. Even
tough the WEP implementation of RC4 had no sectldtys; there would still be the
administrative difficulty of distributing static lgs to all the access points and clients in
the network. Each time a wireless device got libet,network would need to be rekeyed
to prevent the lost system from gaining unauthoriaecess [15].

» The third benefit is the ability that the EAP setgumechanism has to define centralized
policy control.

Several and different types of EAP are availabayofor user authentication over either

wired or wireless network. Current available EARdy include: EAP-TLS, EAP-TTLS,

LEAP, PEAP and EAP MD-5.

3.5.2.1.1 EAP-TLS (Transport Layer Security)

This is one of the most common implementation beisgd. It is highly secure because it
requires asymmetric public and private keys on ¢hent and server side to have the
authentication phase going on. It takes a lot epstto deploy the EAP-TLS within an

organization and it is not a simple task. Figure iBustrates the steps that are being taking
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place into the wireless LAN between a client, tkheess point and the RADIUS server for

authentication process.

Client us m
- — — -Association_ _ _

ACCESS DENIED
EAP over RADIUS

EAP Response (ID - EAP Response (ID = -
=machinefuser-name) machine/user-name)
EAP Request - - EAP Request -
-4 TLS(start) TCS{start)
EAP Response - EAP Response -

TLS(client_hellg) ™

;HF’ Requst-TLS(Srv_hello,

Cert, key_ex)
EAP Response-

TLS(Cert, key ex) ™

TLS(client_hello) ™

;AP Requst-TLS(Srv_hello,
Cert, key_ex)

EAP Response-

TLS(Cert, key ox) ™

- EAP Response-
TLS(chg_ciper_spec)
EAP Response -TLS >

.EAF'-TLS Success (null)

EAP Response-
- TLS(chg_ciper_spec)

EAP Response -TLS >

- EAP-TLS Success
(TLS session key)

WEP Key Generation
< EAP Key(WEP key) |

ACCESS GRANTED

Figure 3.5: EAP-TLS Authentication Process [33]
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3.5.2.1.2 EAP-TTLS (Tunnel Transport Layer Security)

This version of EAP developed by Funk Software nexgua certificate only on the
authentication of the server, which making it eatdedeploy and almost as secure as EAP-

TLS.

3.5.2.1.3 EAP-MD5

This is the least secure version and it does nppaw dynamic WEP key rotation. It is
susceptible to dictionary attacks because it uses mame and password for authentication.

Figure 3.6 illustrates the authentication procésgssfor EAP-MD5.

M/ oA, / 802.3

Client i

o Access Point RADIUS Server
-« _ _ _Association_ _ _
ACCESS DENIED
EAPOL EAP over RADIUS

EAPOL Start

-.
EAP Reqguest |ID

EAF Response (ID =

EAF'_ Response (ID > Username) -
=username)
EAP Request -
EAP Request - -
- MD5(challenge) MDE{CHBHEHQE}
EAP Response - EAP Response - >
MD5(challenge resp.) MD5(challenge resp.)
- EAP-MD5 Success - EAP-MDS5 Success

ACCESS GRANTED

Figure 3.6: EAP-MD5 Authentication Process [44]
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3.5.2.1.4 LEAP (Lightweight EAP)

This is the Cisco’s version of EAP, which initiallyorked only with Cisco Access Point but
is now being supported more widely. When it is geursed as security mechanism, mutual
authentication relies on a shared secret, the sigmgon and password, which is known by
the client and the network. The RADIUS server seadsauthentication challenge to the
client. The client uses a one-way hash of the sgpplied password to fashion a response to
the challenge and sends that response to the RAB#d&r. Using information from its user
database, the RADIUS server creates its own respand compares that to the response
from the client. When the RADIUS server authen@isathe client, the process repeats in
reverse, enabling the client to authenticate thdORJS server. When this is complete, an
EAP-Success message is sent to the client andifmttiient and the RADIUS server derive

the dynamic WEP key [15].

3.5.2.1.5 PEAP (Protected EAP)

PEAPIs a similar and more secure version of EAP co-lipesl by Cisco and Microsoft. It
was designed with the purpose to resolve the pnolmbewnhich, the entire EAP conversation
might be sent as clear text and an attacker witksgcto the media can inject packets into the
conversation or capture the EAP messages from eessiftl authentication for offline
analysis [17]. PEAP solves this problem by firseatimg a secure channel that is both

encrypted and integrity-protected with TLS.
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3.5.2.2  Wifi Protected Access (WPA)

WiFi Protected Access (WPA) is also a security naeedm that uses 802.1x authentication
combines with Temporal Key Integrity Protocol (TKIBncryption to make Wireless LAN
more secure against attacks. The TKIP protocoluges key mixing function, a message
integrity check feature and a re-keying mechanisat totates keys faster than they can be
cracked by hackers. Many security experts and reisees believe that the combination of

TKIP and 802.1x mechanisms should provide adeqeaterity for most WLAN users.

3.6 Summary

This chapter presents an overview of the securgghanisms that can be used to protect a
wireless LAN. The WEP and other basics securitamseused to protect the WLAN were
revealed insecure. The threats and security igha¢san affect the WLAN were also given.
These threats were divided into active and pasthiveats. Faced to the WLAN security
problems, several countermeasures that need takba to protect the wireless network were
also presented. At the end of this chapter, otbeursty mechanisms such as EAP, PEAP and

WPA (Wifi Protected Access) were also presented.
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CHAPTER 4

Wireless LAN Performance

In this chapter, we first explain the importancepefformance evaluation or performance
study of a network. Then, we provide an overviewhaf performance metrics and variables
necessary to measure the performance of a netWéglkalso review previous wireless LAN

performance analysis work done one the IEEE 80&dridard.

4.1 Performance Evaluation

Selecting a specific security protocol or mechanisrprotect a wireless local area network
that will provide the optimum service to users rieggiup-front analysis and knowledge. The
security mechanisms are very important and useiuthfe protection of the network, but if
they are not used properly or choose adequatady, ¢thn actually decrease the productivity
or performance of the network. For example, a wsgl LAN can provide a mean to
streamline information processing and eliminateungtincies, but it may also deter users
from logging on because of link or security meckamproblems. To the common users, data
communications, security mechanisms, wire and es&eLANs are a black hole of protocols
because they do not have any knowledge about theralleviate these problems, the users
should be educated about the basics of communmadecurity mechanisms and WLANSsS
and be provided with metrics and tools with whitleyt can adequately face the myriad

issues and select a security mechanism to prdtertrietwork based on their needs.
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Another option is that, an investigation can beqrened by researcher more knowledgeable
about the security field to come up with a solutittrat provides a tradeoff between

performance and security when it comes to wirelédds. Once the researchers obtain some
results and come up with some conclusions aboubelseway to protect the WLANs based
on security and performance tradeoff, they canadthe normal users on making decision
about which security mechanism or protocols theyeha use to protect their network. Then,
when it comes to the choice of a security mechanisnprotect a wireless LAN, a

performance evaluation or study is needed to be.don

4.2 Performance Metrics

When it comes to performance evaluation of a coempuetwork or a wireless LAN, one of
the major things we have to take in considerateothe performance metrics that we are
going to use for our study. Sometimes, it mightdgtle difficult to make a choice because
the metrics can be qualitative or quantitative. ,Biot be scientific and precise in our
performance study, we must focus on measurabletitptare qualities of a network or a
WLAN under study. There are many possible choiocesrfeasuring performance, but when
it comes to wireless LAN or any type of computessnorks, the most common performance
metrics are: response time (sometimes called speadtion time), throughput (sometimes
called capacity or bandwidth), accuracy, utilizati@ometimes referred to as efficiency or

business), reliability and cost/performance ratio.
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4.2.1 Response Time

When it comes to wireless LAN, the response timthéstime required for traffic to travel
between two points or the time interval betweers@’s request for service and the services
return of results, as shown in Figure 4.1. Thith&s best measure that can help and used to
determine the effectiveness of a network. No matteat the reason of the slow response,
users will always be frustrated as a result of yilaraffic. Certain factors that can affect the
response time are: network congestion, securitiopats or mechanisms, size of packets and

traffic types.

Tser service Result of service
reguest reguest

¥

L 4

LT Tt

Eesponse tune

Figure 4.1: Typical Response Time Measurement [21]

In fact, whenever possible, the response time shbalmeasured as it appears to users. A
user perceives response as the time from whenpifesg enter or click on a button until the
screen displays [37]. This elapsed time includestitme required for each network device,

the user workstation and the destination serverdoess the traffic.
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4.2.2 Throughput

The throughput is a measure of the number of itemamount of data transmitted over a
wired or wireless LAN in a predefined period of #mFor network and communications
systems, it can be measured in terms of MPS forsages per second, BPS for bits per
second or PPS for packets per second. Just likéhéoresponse time, the throughput will
increase as additional load is placed on the systeimo the network [21]. However, unlike
the response time, there will be a point in which throughput will maximize and possibly
begin to degrade, as shown in Figure 4.2. If we talcloser look at this figure, we notice
that the throughput seems to increase when the itoattreasing and then decreases as a

saturation point is reached.

Throughput
4 70 % 80 %

+— Tlzable capacity

Saturation
Capacity
Eange

v

Load

Figure 4.2: Throughput curves versus load quantity [21]

In a wireless LAN, most of the time when the loatmases, the throughput increases and

when the load increases, the throughput decreases.
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4.2.3 Error Rate

This is the measure of interface traffic that doesresult in error over a network. It can be
expressed in terms of a percentage that compagesutitess rate to total packet rate over a
period of time [14]. To be able to obtain the aecyrof a network, it is very important to
calculate the error rate for the number of packetaing into the network. For example, if 4
out of every 100 packets result in error, the erade would be 4 % and the accuracy rate
would be 96 %. Certain aspects that can cause semog: electrical and frequency

interference, faulty hardware or software.

4.2.4 Utilization, Reliability and Availability

The utilization of a resource over a network is @asure of how busy the resource is. It can
be computed or calculated as the fraction of time tesource is busy servicing clients
divided by the entire time period:

Utilization = time busy / (time busy + time idle)
Utilization is a very important measure for a syst@dministrator because through its value,
he/she can understand if the network is very stdrar unsaturated. Some other important
measures in analyzing a network system are: rétial@nd availability. Reliability is a
measure of the probability of errors or a typidalet between errors. The availability of a
network is measured in term of its reliabilityidtthe measure of time that a network system
or resources of a network is available to a uskis & one of the primary metrics being used

by network managers [14].
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4.3 Wireless LAN Performance

When it comes to the development or establishmeiat wireless LAN, security is a very
important issue; every decision must be taken w&burity in mind. Certainly, one or the
combination of existing security mechanisms must$ed to protect the network. However,
the use of these security mechanisms can affecpéhi®rmance of the network. Then, a
performance evaluation study of the WLAN when siguprotocols are being used is
needed. In this section, the results of some pusvibudies being done on the performance of
the WLANS are presented.

In [16], Balachandran et al. presented and analywed behavior and network performance
in a public-area wireless network using a workleaagtured at an ACM conference. They
concluded that the load distribution in terms ofdbaidth across the access points is highly
uneven and not very well correlated with the numbleusers associated with the access
points. They also concluded that the existing acqesnt load balancing algorithms that
attempt to balance access point load accordinggmtimber of users alone are inefficient or
can perform poorly. They also admitted that sudarxang algorithms would benefit from
the additional complexity of balancing users acrassess points according to their actual
bandwidth requirements.

Bing measured the network performance of two coroiaetEEE 802.11 standards at the
medium access control sub-layer in [27]. Severstistavere conducted on the WLANs by
taking in considerations important performance mogtsuch as response time and throughput
under various network loads. The results provetttit@buffering and fragmentation of data

frames can seriously influence the performancend@2.11 wireless LAN. Even though the
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length of a data frame and the bit rate of the kg% transceiver also affect the wireless
LANSs transmission capabilities, its performancgeserally unaffected by the type of frame
addressing and the use of reservation frames suBfT& and CTS.

In [12], the performance of an 802.11a wireless L&k measured in terms of data link rate
and throughput by Chen et al. Comparing to theZB®2standard, the results showed that the
802.11a provides not only higher end-user speedisalso allows reductions in WLAN
deployment cost. It is way cheaper to deploy a les® LAN using the IEEE 802.11a than
the 802.11b.

An empirical characterization of the instantanetu®ughput in 802.11b WLANs as a
function of number of stations sharing the accesatpvas presented in [42]. The results
proved that as the number of stations increaseshtioughput of the network decreases and
its variance increases.

In [25], Kamerman et al. measured the throughpuamf802.11 WLANS respecting to
different types of overhead. The impact of seveaairces of overhead was modeled. Sources
included gap time, preamble, physical layer, MAgelaand TCP/IP header fields, ACK and
request frames. After measurement of the net thmouigand detailed monitoring of actual
exchange of frames, this modeling was refined.dselfit was found between the results for
IEEE 802.11b obtained from this model and as measusing currently available 2.4 GHz
products.

Wong [44] evaluated the impact of different segunitechanisms over the performance of an

802.11 wireless network by measuring the througlamat response time of HTTP and FTP
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traffic types in an unsaturated simple point-toapaarchitecture. The results showed that
different security mechanisms degraded the perfoceaf the network in different ways.

In a study [3] based on [44], Baghaei evaluatedeffect of several security mechanisms on
the performance of an IEEE 802.11b wireless LAN rbgasuring the throughput and
response time of UDP and TCP traffic types for isd&l and unsaturated network. In this
study, the traffic was generated by an IP traf@aegrator for a single cell network composed
of three clients and a server. The results prokatithe more secure is the network, the lower
is the performance.

Duchamp and Reynolds [18] evaluated the performaheehigh-speed commercial spread-
spectrum wireless LAN that uses the CSMA/CA mudtiptcess strategy. In their study, they
measured specifically throughput, packet loss ratasge and patterns of errors within
packets. They concluded that CSMA/CA was quite ssgiul in allocating bandwidth under
stress, but that packet capture rate degradedougckly once the LAN's effective range was

exceeded.

4.4 Summary

This chapter starts by explaining the importanceagberformance study before making
decisions on any security mechanism to use for aAMILIt goes on to cover several
performance metrics such as: response time, thpuighrror rate, utilization, reliability and
availability. Then, prior studies based on the @eniance of wireless LAN are also surveyed.
The previous study of the impact of security onfgrenance concluded that, the higher the

security level, the lower the performance.
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CHAPTER 5
Experiment Methodology

Our main objective in this research is to studg amaluate the impact of several security
mechanisms on the performance of an 802.11g WLABL like for most of the experimental
research work, a methodology and some proceduess toebe followed. In this chapter, we

present the methodologies and procedures beingafed during our research work.

5.1 Wireless LAN Setup

In our experiment, we used Windows-based operaiysgems because Windows XP and
Windows 2003 Server have a built in implementatioih the IEEE 802.11 security
mechanisms and 802.1x authentication protocol asclEAP and PEAP. Figure 5.1 shows a
graphical setup representation of our single cetivork. The experiments were conducted
using the following equipment and software:
One Server

* Windows 2003 server

* 3.20 GHz, 1GB RAM and an RJ-45 cable

» |IP Traffic Generator and Ethereal software
Three Clients

* Windows XP Professional

* Pentium M processor, 1.70 GHz, 768 MB of RAM, Irdal Linksys Wireless

LAN Cards
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* |P Traffic Generator software

Access Point

e Cisco Aironet 1130AG Series

Switching Hub

* Linksys EtherFast 3116 16-port 10/100 Ethernet Swit

Access point
136.145.30.123

Clent 1
136.145.30.126

“ll..‘..-l‘
2:/ RJ45 cable

QQQ

Client 2
136.145.30.127

Switching Hub
135 145 3[l 129 _

Chent 3
136.145.30.128

RJ-45 cable

Single Cell

Server
136.145.30.124

In our experiment, we used a single cell that idetlione server, three clients, one access
point and one switch. The network traffic was gatedt by the IP traffic generator software
[24] installed on both the server and the cliefitsee bandwidth or the transmission speed of
the ethernet connection between the Access Pouhtttaa server was equal to 100 Mbps.

Between the access point and the clients, the hdtidwvas 11 Mbps. During the

Figure 5.1: Network Topology Setup
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experimentation, the results for throughput angoase time were collected from the server
by using a sniffer or network tool namEthereal[19]. The section that follows presents the

security mechanisms that were used during our @xpet.

5.2 Security Mechanisms

The following ten security mechanisms availablerfrboth IEEE 802.11 and IEEE 802.1x
standards were used in our experimentation:

1. No security with SSID: this is the default security setting provided byders. There is
no security mechanism activated but an SSID istedeand only the client with the right
SSID will be able to connect to the network.

2. MAC address authentication: this mechanism provides MAC address authentication
carried out at the AP.

3. WEP authentication: the shared key authentication method specifiedhan 802.11
standard is used.

4. WEP authentication with 40-bit WEP encryption: this mechanism combines the
encryption algorithm to provide data privacy. Idadhe RC4 encryption algorithm

5. WEP authentication with 128-bit WEP encryption: the 128-bit shared key used is
proprietary-based (in the case of Lucent). Thishmasm is the same as above using 128-bit
keys.

6. TKIP with 128-bit WEP encryption: This is the improvement of the WEP algorithm

mixed with WEP 128-bit
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7. EAP-TLS authentication: this is the PKI-based authentication method sugpotiy
802.1x, using digital certificates to authentictie client into a wireless LAN.

8. EAP-TLS with 40-bit WEP encryption: the combined effect of these tools provides the
strongest encryption and authentication using pssisn keys.

9. EAP-TLS with 128-bit WEP encryption: this mechanism is the same as above using
128-bit keys.

10. PEAP authentication: This is an EAP authentication type supported by.B02hat
handles security by creating a secure channel daatbe served both for encrypted and
integrity-protected with TLS.

The first six security mechanisms are consisterth wlie 802.11 standard. The security
mechanisms 7 to 10 are provided by the 802.1x atdnd’he next section provides some
information about the configuration of these segumechanisms from the access point, the

server and the clients.

5.3 Security Mechanisms Configuration

During our experiment, the first six security metisens were simple to configure because
their configuration was being done by using theriaice of the access point and the interface
of the software installed on both the clients cotamiand server. The other four security
mechanisms were a little difficult to configure base the use of a server for authentication
of the clients was required and several steps meedbe taken for the configuration of the
security mechanisms on both the server and thesaqumant. In this section, a brief guide on

how to configure the security mechanisms is pravide
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5.3.1 Configuration of the First Six Security Mechanisms

The configuration of the first six security mechsans was very simple. For the first one, we
created an SSID and checked the option “no sefuntyhe access point interface and we
configured the client wireless card with the ri@8ID. Then, the client was able to connect
to the WLAN. For the second one, we added the MAGress of the clients into the MAC

address list provided into the interface of theeascpoint. The next three security
mechanisms were configured by checking the WERbnptiito the access point interface, by
adding the WEP secret key into its field and byfigaming the client laptop with the WEP

security option. The TKPI was also setup into tloeeas point and clients computers.

Appendix B contains the details on how to configilne security mechanisms.

5.3.2 Configuration of the Last Four Security Mechanisms

Figure 5.2 illustrates an implementation of the .882security model that the four last
security mechanisms had been followed. For therggauechanisms 6 to 9, EAP-TLS was
used. This type of security requires a Radius setweperform the authentication and a
certificate from the client to be able to accessriatwork. Then, on the server side, from the
windows 2003 server, a RADIUS server and certificaithorities were added to the basic
network structure to provide the authenticationpgup The RADIUS server supported
wireless user sign-on, and a certificate authonfis used to issue certificates to users for
EAP-TLS authentication. The clients obtained aifteste from a server and they installed it
so they could be able to access the network. A lsyegtep instruction is given on how to

configure Radius server, IAS server, DNS serversaudirity mechanisms in [31] and [17].
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Figure 5.2:802.1x Model Implementation [3]

The PEAP security mechanism is also an EAP typm,tthe same procedures to setup the
EAP-TLS can be used to set it up. The only diffeeeis that, from the server, PEAP is
needed to be selected as security protocol. Fremnat¢hess point, the security options need to

be configured for the PEAP protocol.

5.4 Traffic Generator

As we stated earlier, our experiment was based singhe cell architecture; the clients were
connected to the access point. The access pointeveected to a switch that was connected
to a server. The server or the network was not ecteadl to a backbone or any other networks.
In other words, the clients were not connectedh® ihternet. Then, by themselves, the
clients were not able to generate traffic. Becanfdbe fact that we wanted to generate traffic
for representing a saturated and unsaturated nletsamwe could measure the variation of

performance for several security mechanisms, didrgénerator was needed. This traffic
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generator needed to have certain characteristick as: suitable for wireless networks,
capable of overloading an 802.11 WLAN, allow theru® change the size and inter-packet
delay and provide him/her, the option to selectgdeeration algorithm.

IP traffic [24] was chosen because it met the requirementdedefor the experiment and
based on the fact that it was used in the prewoork [3] being used as the base of our

research. Below is a brief description of tRdraffic-Test & Measuré¢ool.

5.4.1 IP Traffic-Test & Measure

IP Traffic is a software testing tool that can run on anyw@ windows 98, 2000 or XP. It
can generate, receive, capture, replay IP traffieasure end-to-end performance and quality
of service over any IP fixed or mobile network. Fhiaffic generator can be set with a large
set of different parameters and has the capalditpanage 32 simultaneous IP connections.
It allows generating traffic using one of the thtesdfic types protocol: TCP, UDP and ICMP.

During our experiment, we only used two trafficegp TCP and UDP.

54.1.1 Client Side

For every client, only one active connection wasdug he option “IP Generator-Parameters”
was selected. Then, we entered the IP addresseo$dtver in the IP address field. The
number 2010 was collected into the port number 86& or UDP was added into the

protocol field. Figure 5.3 shows a representatibtine IP Traffic software on the client side.
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Figure 5.8 Traffic — Client
From the interface of the software shows in Fighir@, once we clicked on the button
Parameters #1, a window popped up. In this windew,entered the assumptions or the
characteristics for the traffic that the IP Traffmol would be generated. Just like for any
other research work, we had made some assumpbomsif experiment and they would be

entered in the popup window. The assumptions madeur experiments were as followed:

» Range for Packets Stream: 10000 — 60000

e The maximum bandwidth: 12 Mbps

» Traffic types being used: TCP and UDP

» Packet length: random over range 40 — 1500
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5.4.1.2 Server Side

On the server side, the IP answering option neeuled selected because the server was only
receiving traffic generated by the clients. Thréféecent numbers were entered in the port
fields which were the port numbers assigned toctiemts so they could communicate with

the server.

2 “IP Traffic - Test & Measure”

File Edit Configuration Toals File Downloading  Automation Tool  Help  Operating mode

IF Generator - Parameters | IP Generator - Traffic + Statistics 1P Answering - Parameters + Statistics ]Tramc Sniﬁer} Traffic ODSENEW

Listening Ta ... Caming From ... Receiving Working hMode Statistics ihased on application data)
Porty Protocoly|| Remate IP Address or HastMame 5 | | Replay Mode Thrnﬁghput VDE):TTE ThrnIthut VDIE}:'ne Jitier
connection#01 | {2010 [Tcp =|||[ 13614530128 [apsorber =] Hrowee |#01
connection#03| M [2011 [Tcp || [136.14530.127 [absorber | Drovee |#02
connection#03 | *[2012] [T || [136.145.30.128 [ansorber 4
Connection#04 | #2009 [TcP ||| ANY_ADDRESS |absorber 4
Connection#05 | #2008 [TcP ||| ANY_ADDRESS [Hsoter <] Eroves |25
connection#06 | *[2008  [Tcp =|| [aNv_aDDRESS e e
Connection #07 j|2009 |TCP j |ANY_ADDRESS |Ahsnrher JJ
Connection#0g | 2/ [2008 [Top || [aNv_ADDRESS [Absorber JJ
Connection#0g | #2009 [TcP ||| ANY_ADDRESS |absorber JJ
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Connection#11 | +1[ 2008 [TcP ~|||[ANY_ADDRESS [apsomer =] Doves [en
Connection#12 | #1[ 2009 [TcP ||| [ANY_ADDRESS [ansorber JJ
Connection#13| #1[ 2008 [Tcp ||| [Anv_aDDRESS [apsoreer  ~| 4
connection#14| 1 [2008  [TcP =/ [ANY_ADDRESS [ahsorker  v] B [#14
Connection #15 j|2009 |TCF' j |ANY,ADDRESS |Absurber J
Connection#16 | #2008 [TcP ||| ANY_ADDRESS [absorber 4
Export Statistics into a File ) Start Receiving ‘ Choose Columns‘ Reset Display
Parameters Exportis disabled Trafic

GPE  ZClock  Activity

3% _ _ Lo [ 9 AT

Remote Control of an IP Traffic - Test & Measure system

Remote file cantext Remote IP address orHostMame  Part Remote Operation e ep D
Start All
‘ | 2600 | | Local Processes ‘

Figure 5.4P Traffic — Server
In fact, three static IP address were assignebtldalients and they were entered into the IP

address field. Three connections were used forclieats and they all setup as absorber
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because the server only absorbed the traffic gesteday the clients. Figure 5.4 shows a
graphical representation of the configuration ef filelds on the server side.

We had done the configuration on the client andeseside before we started generating
traffic. The next section provides information abthe tool being used to capture traffic and

generate statistical results.

5.5 Measurement Tool “Ethereal”

Ethereal was used as the measurement tool to eapaific and measure the throughput and
response time for traffic generated by the IP TeaBenerator. Ethereal is an open source
network packet analyzer and sniffer that capturtsvokk packets and display the data into
the packets as detailed as possible. It is a kinch@asuring tool or software that allows

network managers or researchers to examine angzanahat is going on inside a wired or a

wireless LAN. A graphical representation of theesfal software capturing packets or traffic
on the server during our experiment is showed guig 5.5.

The ethereal software does provide some statighosit traffic being captured for a specific

amount of time or number of packets. In Figure §18,pop up window in the middle is what

display the statistics numbers about the traffiotweed. In that window, the throughput and

the response time at a message and packets levgbravided. In our experiment, the

measurements were taking at packets level.
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Figure 5.5Ethereal Capturing Traffic and Display Statistics

5.6 Procedures

As mentioned earlier, this research study has ipeadive, the evaluation of the impact of

different security mechanisms and packet sizes lmn performance of saturated or

unsaturated WLANs with multiple clients. To make raally simple, we divided our

experiments in two parts.

In the first part of the experiment, we measureal ttiroughput and response time of two

traffic types: TCP and UDP, against different sgagumechanisms. Then, we repeated the
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experiment for three clients to study and undedsthie impact of adding more clients into
network. Two different bandwidths were chosen: I20M/s to represent a saturated
network and 500 Kb/s to represent an unsaturatégone Appendix B provides more
information about how to setup the WLAN for the exment.

In the second part of the experiment, the throughyas studied as a function of different
packet sizes, for different security mechanism® packet sizes were divided into four fixed
numbers: 250, 500, 1000 and 1500 bytes. The expatgrwere conducted using one client
and three different security mechanisms; the thmpug was measured for both TCP and
UDP traffic types.

Ten repetitive tests were conducted but only tis¢ fize were documented just to be sure

about the accuracy of the results.

5.7 Summary

In this chapter, the methodologies and proceduraswere being followed to conduct the
experiment were presented. An IP traffic generatdtware was used on both clients and
server side to generate a saturated and unsaturateark. The ten security mechanisms
being used for our experiment were presented. diy the configuration methods for these
security mechanisms were also given. The first s@gurity mechanisms were easier to
configure than the last four. The Ethereal softwaas being used to capture packets and to

get the statistical results.
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CHAPTER 6

Results and Analysis

This chapter presents thesults of the impact of the security mechanisnesgmted in
chapter 5 on the performance of the wireless Lécah Network and a brief analysis about
the results is also conducted. Firstly, the immdidhe traffic types on the performance of the
network is presented. Then, we go over the residltee effect of the security mechanisms
on the performance of the wireless LAN. Resulferrang to the impact of adding more
clients to the system are also presented. At {hstimpact of some fixed packets sizes on
the performance of the WLAN is also quantified. W& Minitab 14 as statistic tools or
software to perform statistical analysis of ourutess The section that is followed gives an

overview of the experimental results.

6.1 Experimental Results and Analysis

The experiments were conducted for a saturateduasdturated 802.11g wireless LAN. As
mentioned earlier in chapter 5, ten security meismas were used in our experiments. A
single cell and an infrastructure operation modeswsed to setup the wireless LAN. Firstly,
the experiments were running for a single cliertte, the experiments were repeated for
two and three clients. The experiments were alpeated for different fixed packet sizes.
The experiments conducted for UDP were separated fhe ones conducted for TCP traffic
type. Over than ten tests were running, but oniye fresults were used. Then, the
performance measures were obtained from those rbpetitive tests for each security

mechanisms. The traffic of the network was gendrateIP Traffic generator software and
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results were collected from tliherealmonitoring tool. The Data results were analyzed at
95 % confidence interval. The subsections thatovedld present several results of our

experiments and the analysis of them.

6.1.1 Impact of Traffic Types on Performance

The IP Traffic generator software being used allbws to set up the traffic model types.
UDP and TCP are the two traffic models that weredus our experiments. Both of the
traffic types affect the performance of the netwamkdifferent ways. If we take into

consideration the results obtained for the meanutjitput and response time from both the
saturated and unsaturated network provided in T@ldlewe understand and conclude that

UDP performed better than TCP.

Table 6.1:Mean Throughput and Response Time for the two tgp&8LAN

WLAN Unsaturated Saturated

Mean Throughput Response Time Throughput Response Time
(KB/s) (ms) (KB/s) (ms)

TCP 53.243 15.546 337.863 5.500

UDP 54.842 14.361 439.566 2.980

The UDP traffic type sends and receives packeth Waster response time and greater
throughput than the TCP. Even in the cases of figadket sizes, the UDP traffic type
performed better than TCP. Figure 6-1 presentsnidan throughput for TCP and UDP for a
saturated and unsaturated wireless LAN. Figure @eves that the UDP as traffic type
generates better throughput or performance tharm@. It also shows that the saturated

WLAN produces higher throughput than the unsatdratee.
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Figure 6.2Mean TCP and UDP Response Time
In figure 6-2, the mean response time for TCP amPUor a saturated and unsaturated

wireless LAN is presented. It shows that the unséda network generates higher response
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time than the saturated one. For both saturateduasdturated network, the UDP generates

lower response time than the TCP as traffic typd&3P transfers data faster than TCP.

6.1.2 Impact of Security Mechanisms on Performance

The security mechanisms being used for our expatsnaffect the performance of the

wireless LAN in different ways. As mentioned earligeveral set of experiments were taking
place to identify the impact of these security naidms on the performance of the network.
During the first set of experiments, the throughlpuatt or bandwidth was set to 500 Kb/s to

represent an unsaturated or non congested networkh& data were collected using only
one client that sends and receives traffic fromsieer. Figure 6.3 shows the results for the
throughput of TCP and UDP traffic types for tenfeliént security mechanisms for an

unsaturated wireless LAN. The results show thatstinenger the security mechanism, the
lower the performance of the network and the weé#ikeisecurity mechanism, the greater the
performance of the network. These results definiteihfirmed the general trends reported or
documented in [44 and 3].

Certainly, some of the security mechanisms affeetgerformance of the wireless LAN more

than others. For example, if we consider the sgcarechanisms from the 802.1X standard
such as: security mechanisms 7 to 10, they decraase the performance of the network

than the others.
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Figure 6.3:Throughput for TCP and UDP in an unsaturated WLAN

For the unsaturated network, the security mechanialso affect the response time of the
wireless LAN. Figure 6.4 shows the results for tkeponse time of the network when
throughput limit was set up to 500 Kb/s or whenWikeAN is unsaturated. The results show
that the more secure the network, the higher teporse time and the weaker the security
mechanisms; the lower the response time. Thusnétwork takes more time to transfer a
packet when security is higher while it takes liisge to transfer the same packet when the

security of the network is lower.

12



30

25

» 20 L

\E/ —

= _

E —— ] o TCP
S 15 -1 ]

@ — — O UDP
c

(@)

Q.

(%]

(O]

x

=
o
|
\
\

1 2 3 4 5 6 7 8 9 10

Security Mechanisms

Figure 6.4Response time for TCP and UDP in an unsaturatezless LAN

In other set of experiments, the throughput linmibandwidth was set to 12000 Kb/s or 12
Mb/s to represent a saturated or congested netwmk results were still collected by using
one client and one server into a single cell. FBgbI5 illustrates the throughput results of
TCP and UDP traffic types for different security chanisms into a congested network. In
fact, the results are completely different from dmes obtained while the network was non

congested.
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Figure 6.5: Throughput for TCP and UDP in a Congested Wirel&ssy

Surprisingly, the results show that the performafarea congested wireless LAN under
security mechanisms 4, 5, 6, 8 and 9 is extrenedy than while using 1, 2, 3, 7 and 10 as
security mechanisms. This contradicts the fact ttiratmore secure the system, the lower the
performance of the network. In fact, the securigchanism 7 is more secure than 4, 5 and 6
but it still provides better performance than thigy The security mechanism 10 is more
secure than the security mechanisms 4, 5, 6, 8%armlit still the security mechanism 10
generates better performance than them. We unddrdteat the use of the key option
provides by the WEP algorithm at 40 or 128 bitstie cause of serious performance
degradation for security mechanisms 4, 5, 6, 8 &nthen, the key of the WEP algorithm

definitely has a significant impact on the perfonoe of the network. The results show that,
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the fact of encrypting each single packet usingisgcmechanisms 4, 5, 6, 8 and 9 with a 40
or 128 bits WEP key decrease more the performahtieeonetwork than some other more
secure mechanisms such as EAP-TLS and PEAP.

The same way they affect the throughput of thelese LAN, the security mechanisms 4, 5,
6, 8 and 9 also increase considerably the respgomseof the network. Figure 6.6 illustrates
the response time of TCP and UDP traffic typesdifierent security mechanisms into a

congested network.
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Figure 6.6:Response Time for UDP and TCP in a Congested @g¢sdlAN
When the security mechanisms 4, 5, 6, 8 and 9 aeirgghused in a congested network, the
wireless LAN transfer data slower than when 1, 27 &nd 10 are used; vice versa. This

speed reduction is caused by the use of the WE® &®gecurity and encryption measures.
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6.1.3 Impact of Adding more Clients

After conductingthe experiments for one client, the experimentsvetso repeated for two
and three clients just to evaluate the impact airayl more clients to the wireless LAN.
Figure 6.7 presents the average per-station thputgior TCP traffic type and Figure 6.8,

the average per-station throughput for UDP trédffpes for a congested network.
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Figure 6.7.TCP Average Per-Station Throughput in a Congedtedless LAN

The results indicated that, for every security nagi$m, the average throughput per-station
was decreased by 49.7 % when the experiments waiducted for two clients and by 66.7

% when three clients were used.
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Figure 6.8:UDP Average Per-Station Throughput for a Congettaeless LAN

In fact, based on our results, we realize that emditional client added to the network
decreases considerably the performance of the nlet@ar experimental work and findings
approved the results published in [42] that coneJudhen the number of stations increases
into a wireless LAN, the overall throughput decesaand its variance increases. Our work
also rejoined the conclusions of [3] that assume dkerage throughput of the network

decreases when the number of clients in the systéming increased.

6.1.4 Impact of Fixed Packet Sizes on Performance

As mentioned earlier, other set of experiments vase performed for four fixed packet

sizes: 250, 500, 1000 and 1500 just to evaluaieithpacts on the performance of a wireless
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LAN while using three different security mechanisifiBose three security mechanisms were
used to run the experiments: MAC authentication,PAdacryption with a key of 128 bits
and WEP security protocol combined with EAP-TLSguUfe 6-9 shows the throughput
results obtained from TCP as traffic type and theed security mechanisms mentioned

earlier for a non congested wireless LAN.
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Figure 6.9: TCP Fix Packet Sizes Throughput for non CongedgtedN
The results prove that 1500 bytes which is the ésggacket size produce greater throughput
than the other packet sizes. The results also gratehe lower is the security; the greater is
the throughput (performance).
Figure 6-10 presents the throughput results wheP idused as traffic type under the three

security mechanisms for a non congested wireless.  Phe results show that the highest
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packet size (1500 bytes) generates higher througHe results illustrate in Figure 6-10
also prove that the higher the packet size, thédnighe throughput and the stronger the

security mechanism, the lower the performance @nitwork.
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Figure 6.10UDP Fix Packet Sizes Throughput for non Congegi€AN
In the case of a congested wireless LAN, the resuéire different from the non congested
one. Figure 6.11 illustrates the throughput residtsTCP traffic types for different fixed
packet sizes (250, 500, 1000 and 1500 bytes). €helts show that for 1000 bytes, the
throughput is higher or maximum than it is for tlher packet sizes. The MAC
authentication which is the weaker security medcrangenerates higher throughput than the

other security mechanisms for all the packet sizes.
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Figure 6.11:TCP Fix Packet Sizes Throughput for Congested WLAN

The same set of experiments was repeated by usangame fixed packet sizes, the same
security mechanisms and UDP as traffic types. [Eigul2 presents the results obtained for
the experiments. The results show that when the \lgERed as security mechanism, 500
bytes produce higher throughput than the other&gtasizes. For the other two security
mechanisms (MAC and WEP + EAP), the throughpuighdr when the packet size is equal
or set to 1000 bytes. Figure 6.12 also shows tiatwteaker security mechanism which is

MAC still produces a higher throughput for threetloé¢ four fixed packet sizes (500, 1000

and 1500).
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In fact, both the security mechanisms and the pasizes affect the performance of the

network in different ways.

6.2 Statistical Analysis

A statistical analysis is conducted using Minitah & statistical software package. Just like

for most of the statistical analysis, our statatiests and analysis were based on some null

and alternatives hypotheses. The hypotheses beidgd are:

* The traffic types TCP and UPD do not affect thefgrenance of the network. The

alternative hypothesis is that, the traffic types affect the performance of the

network.
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« The security mechanisms do not have any impachempérformance of the network.
The alternative hypothesis is that, the securitghmaisms have a significant impact
on the performance of the network.

« If the network is saturated or unsaturated, it doasaffect the performance of the
network. The alternative hypothesis is that, tladfitr intensity does have an impact
on the performance of the network.

* There are no interactions between the traffic tygesurity mechanisms and traffic
intensity. The alternative hypothesis is that, ¢hare some interactions between the
factors (traffic types, security mechanisms anffitrantensity).

One way to report the results of a hypothesisitest state that the null hypothesis is or is
not rejected at a specifiadvalue or level of significance. Usually, tikevalue is equal to
0.05 and it is being compared to the p-value taddetd the null hypothesis is rejected in
favor of the alternative hypothesis. If p-valuddss than 0.05afvalue), the null hypothesis
is rejected. Aranalysis of variancéANOVA) is conducted to obtain some statisticauies
and to identify significant affects on the performa of the network. A correlation test is
also performed between the throughput and the nsgptime just to verify if both of the
variables are related one to each other. A polyabmegression analysis is also performed to
investigate the relationship between the respanse and the throughput which are the two
response variables of our study. The following sghen presents the results of our

statistical analysis.
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6.2.1 Descriptive Statistical Results

The experiments consider three factors: securitghaueisms (10 possibilities), traffic types
(TCP and UDP) and traffic intensity (saturated wuersinsaturated). Tables 6-2 and 6-3
present the mean and standard deviation for thymutg{kKB/s) and response time (ms) for
unsaturated versus saturated wireless LAN, resfagti

Table 6.2:Descriptive Statistical Results for an UnsaturaéddAN

Throughput (KB/s) Response Time (ms)

Security
Mechanisms

TCP

UbP

TCP

UbP

Mean

Std.
Dev.

Mean

Std.
Dev.

Mean

Std.
Dev.

Mean

Std.
Dev.

67.970

0.304

69.230

0.820

11.134

0.021

9.935

0.938

67.838

0.047

68.622

0.486

11.145

0.005

10.426

0.719

67.888

0.229

68.454

0.608

11.137

0.010

10.558

0.787

55.134

1.683

56.576

1.724

12.853

0.946

12.068

0.654

53.458

7.831

54.972

3.136

14.137

2.830

12.762

1.249

51.116

1.953

52.382

1.595

15.075

0.739

14.131

0.695

47.940

2.346

49.382

2.588

16.238

0.960

15.790

0.741

44.062

0.974

47.262

0.701

17.986

0.534

16.485

0.324

O |NoO |0~ | WIN |-

40.170

3.129

42.482

1.901

20.748

2.488

19.226

1.533

(=Y
o

36.850

1.013

39.064

1.250

25.006

1.861

22.224

1.244

Table 6.3Descriptive Statistical Results for a Saturated WLA

Security
Mechanisms

Throughput (KB/s)

Response Time (ms)

TCP

UbP

TCP

UbDP

Mean

Std.
Dev.

Mean

Std.
Dev.

Mean

Std.
Dev.

Mean

Std.
Dev.

574.870

2.800

624.690

2.560

1.281

0.009

1.069

0.016

567.930

3.940

617.490

2.290

1.319

0.022

1.139

0.013

564.750

2.390

606.400

2.800

1.338

0.006

1.289

0.010

128.880

2.440

277.820

1.840

9.379

0.029

4.689

0.019

123.270

2.460

273.170

1.600

9.559

0.024

4.726

0.007

120.600

2.770

272.260

1.500

9.558

0.211

4.735

0.017

558.810

3.130

601.810

1.500

1431

0.069

1.315

0.013

119.530

3.740

268.510

1.460

9.765

0.121

4.778

0.021

OO |NO |0~ |W[IN |-

118.170

1.050

265.870

1.940

9.834

0.017

4.810

0.021

=
o

501.820

3.190

587.640

2.050

1.539

0.018

1.247

0.011
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The results also prove that the performance fooragested wireless LAN under security
mechanisms 4, 5, 6, 8 and 9 is extremely less tharperformance of the network while
using 1, 2, 3, 7 and 10 as security mechanismslilag-igure 6-5 and 6-6, the results show
in table 6-3 also contradict the fact that, thersger the security mechanism; the lower the
performance because the security mechanism 10raeger than 4, 5, 6, 8 and 9 but it

produces greater performance than them.

6.2.2 Analysis of Variance

An analysis of variance (ANOVA) is conducted byngstheGeneral Linear Modebption to
test if the factors (traffic types, security medlsams and traffic intensity) have a significant
impact on the response time which is the responderuconsideration. The results in Table
6-4 show that the three factors have a signifiedigct on the response time given that their
respective p-value are much smaller than 0.05. /Ttugsreject the null hypotheses and
support the alternatives ones.

Table 6.ANOVAAnalysis Results

Source DF Seq SS | Adj SS | Adj MS | F-Stat | p-value
Traffic Types 1 171.66 | 171.66 | 171.66 23.68 0.000
Security Mechanisms 9 1483.66 | 1483.66 | 164.85 22.74 0.000
Traffic Intensity 1 5738.36 | 5738.36 | 5738.36 | 791.67 0.000
Error 188 1362.71 | 1362.71 7.25

Total 199 | 8756.39

In this analysis of variance, it also shows up thatpercentage of data variability explained
by the model (R-Sq) is equal to 84.44 % which goad indication for the ANOVA model.
Notice that, the analysis of variance conducted isimple ANOVA test that does not
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consider the interactions between the factorsfigrfpes, security mechanisms and traffic

intensity) that can affect the response time.

6.2.3 ANOVA 2-Way Interactions

Another analysis of variance is conducted to tbst effect of the traffic types, security
mechanisms and traffic intensity on the response.tiln this model, we also test the
significant interactions between the factors. Tahke presents the results obtained from the
ANOVA test. The results prove that the three faxtbave a significant impact on the
response time given that their respective p-vahresless than 0.05. The results also show
that the factors have some significant interactioms on each other because the p-values for
all the interactions are way much smaller than OIT0fen, we can reject the null hypothesis

that claims there are no interactions betweendbt®fs in favor of the alternatives ones.

Table 6.5ANOVA2-Way Interactions Analysis Results

Source DF | SeqSS | AdjSS | Adj MS | F-Stat | p-value
Traffic Types (A) 1 171.66 171.66 171.66 153.85 0.000
Sec. Mechanisms (B) 9 1483.66 | 1483.66 | 164.85 | 147.75 0.000
Traffic Intensity (C) 1 5738.36 | 5738.36 | 5738.36 | 5143.08 | 0.000
Interaction (A * B) 9 77.92 77.92 8.66 7.76 0.000
Interaction (A * C) 1 22.28 22.28 22.28 19.97 0.000
Interaction (B * C) 9 1073.94 | 1073.94 | 119.33 | 106.95 0.000
Error 169 | 188.56 | 188.56 1.12
Total 199 | 8756.39

An important value that does not include in Tabl® & the R-Sq which represents the
percentage of data variability. The ANOVA test rafgethat the R-Sq is equal to 97.46 %

which is an indication that confirms the ANOVA agraat statistical model.
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6.2.4 Models Validation

In fact, two different analysis of variance tests being conducted, a simple ANOVA and a
2-way interactions ANOVA that consider the interaics between the factors: traffic types,
security mechanisms and the intensity of the nétwieaturated and unsaturated). In the

subsections that followed, we validate both ofrifmdels and decide which one is better.

6.2.4.1 Simple ANOVA Validation Model

The simple ANOVA statistical model is validating pgrforming an analysis of the residual

plots for the response time of the WLAN. Four diffet graphics have been provided to

illustrate the residual plots but they have beenlwaed or placed into one graphic. Figure 6-

13 illustrates the residual plots for the respdise that can help to validate the model. The

validation of the statistical or ANOVA model can performed by using any of those fours

graphics.

Certainly, there are some assumptions or rules ttitmtmodel has to follow so we can

consider it as a great statistical model that lfalthe assumptions of the analysis of variance

(ANOVA). Model assumptions ANOVA procedures makeegh assumptions about the

errors:

* The errors are normally distributed with mean zero.

* The error variance does not change for differem¢lge of a factor or according to the
values of the predicted response. The variancesredtave a constant value.

» Each error is independent of all other errors.
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Our main goal is to check the validity of theseuaggtions in our analysis. Residuals are the
best estimates of error. Therefore, we can check e&these assumptions graphically by

using the residual plots.

Residual Plots for Response Time
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Figure 6.13:Residual Plots of the simple ANOVA Model for Reape Time

Figure 6-13a presents the normal probability pfathe residuals. Based on this graphic, we
can conclude that the ANOVA model follows the asptians and rules of a great statistical
model because the data are normally distributed.majority of the point shows in the graph
falls onto the fitted line and the one that are lo@ihg placed on the line is really close to it,

that is why we conclude that the data follows anmadrdistribution.
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Figure 6-13b illustrates the graphical represeomatif a histogram of the residuals. Based on
this graphic, we conclude that the residuals followormal distribution because the data of
the histogram have a bell-shaped. Then, the grdphaws the analytical assumptions. The
errors are normally distributed with mean zero.

In Figure 6-13c, the graphical representation efréssiduals versus the fitted values is given.
When analyzing this type of graphic, the modelasect and the assumptions are satisfied if
the residuals are structureless and also the ariahthe errors is constant. After analyzing
the graphic, we realize that the data are rand@cdytered around the fitted line and they are
not following any particular pattern. The errorsvéaa constant variance because the
residuals are randomly distributed. Based on Figui&c, we can admit that the ANOVA
model fulfills the assumptions of our analysis &nd a great statistical model.

The last figure (Figure 6-13d) provides a graphigaiv of the residuals versus the order of
the data. From this figure, we deduct that thedtesls do not follow any particular patterns
because the data were randomly scattered aroundozehe fitted line. Then, we conclude
that the errors are independent from each othertlagid variance is constant. This model
definitely follows all of our assumptions being dser the analysis or the validation of a

great model.

6.2.4.2 ANOVA 2-Way Interactions Validation Model

Figure 6-14 shows a graphical representation ofrédseduals plots for the response time
obtained from the ANOVA 2-way model that considdéhe interactions between the

statistical factors (traffic types, security mecisams and traffic intensity) during the analysis.
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There are four different graphics including in tfigure. In overall, the graphics look nice
for a statistical analysis and the validation af thodel but the ones present in Figure 6-13
are better. Then, if we are taking in considerationly the graphics, we will conclude the

simple ANOVA model is better than the ANOVA 2-Wawéractions model.

Residual Plots for Response Time - Main Effects and 2-Way Interactions
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Figure 6.14:Residual Plots of the ANOVA 2-Way Interactions Mbébr Response Time
However, our validation model is based on the R/&8lges. For the simple ANOVA model,
R-Sq is equal to 84.44 % while it is equal to 9”46r ANOVA 2-Way interactions model.
Based on the R-Sq values, we conclude that the ANQ@QWVay interactions model is a
better statistical model than the simple one. Hawvdoth of the models fulfill the analysis

of variance (ANOVA) presumptions.
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6.2.5 Correlation Test

A correlation coefficient test is performed for tresponse time and the throughput just to
measure the degree of linear relationship betwbherntwo response variables. Usually, the
correlation coefficient has for result a value begw -1 and +1. If the correlation coefficient
IS negative, the variables are negatively corrdlateat is mean one of the variables tends to
increase as the other one decreases. Converseaiy, tlvh correlation coefficient is positive,
both of the variables tend to increase at the samme For our correlation test, we obtain a
negative value for the correlation coefficient whis equal to — 0.859 and a p-value equal to
0.000 which is less tham Then, the coefficient correlation value is stataly significant.
The throughput and the response time are negatoeghglated; whenever one increases, the

other deceases and vice versa.

6.2.6 Fitted Line Plot Regression Analysis

A regression analysis is also conducted to anahgeelationship between the response time
and the throughput. As results, we obtain a p-vidas than 0.05 ar for the regression test.
Thus, the regression test is statistically sigaific Table 6.6 shows the results obtain from
the regression analysis.

Table 6.Regression Analysis Results

Source DF SS F-stat | p-value
Regression 3 9557158 | 8180.36 | 0.000
Linear 1 556.90 | 556.90 0.000
Quadratic 1 1170.74 | 1170.74 | 0.000
Cubic 1 738.52 738.52 0.000
Error 196 76329

Total 199 9633487
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The cubic polynomial regression model is a sigaificstatistical model because we find out
that the p-value is lower tham. Figure 6-15 shows a graphical representationhef t
relationship between the throughput and response.tiThe model generates a cubical

eguation that estimates the value of the throughmpiuinction of the response time.
Throughput = 718.2 — 118.4 Response Time + 6.8@8{Bnse Time) 2 - 0.1266 (Response Time) 3

This is a third degree equation that representsefpeession analysis model for the response
time and the throughput. This equation allows uddi@rmine the different throughput values

by replacing the response time by its value.

The graph (Figure 6-15) also validates the polymbmegression model as a great and
significant statistical model because the datéherpoints included in it falls onto the curve

or the fitted line and they follow a normal distrtion.

Fitted Line Plot
Throughput = 718.2 - 118.4 Response Time
+ 6.802 Response Time**2 - 0.1266 Response Time**3

700+

S 19.7341
R-Sq 99.2%
600 R-Sq(adj)  99.2%

500

400

300

Throughput

200

100

Response Time

Figure 6.15:Fitted Line Plot for Throughput and response Time
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From Figure 6.15, we also observe that, when thpamse time falls into the interval 10 to
25, the value of the throughput is constant whie the interval 0 to 10, the throughput

varies considerably.

6.3 Limitations

There are several different limitations applicaiol@ur experiments. Firstly, the experiments
were conducted in an area in which there were sewéner devices such as microwaves and
other access points that were probably operatddersame frequency range as our access
point. Then, there might be some radio interferergignal between our wireless LAN and
other devices. These interferences once they atudefinitely affect and degrade the
performance of our wireless LAN.

During our experimental work, we realize that alety can affect the performance of the
network. We actually run some tests when the clgamhputer was connected to an outlet
electricity plug and then turn the power off andhrthe same tests with the same
characteristics while the client was using batté&ihe results were different for both tests; the
throughput of the network was lower when the powas off. Then, we conclude that the
electricity has a significant impact on the perfarce of the network.

The experiments evaluated the impact of the sgcoméichanisms on the performance of the
wireless LAN for the 802.11g standard only. We knitwat they are other important 802.11
standards such as 802.11b and 802.11a but our dely not take in consideration these

standards.
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Due to the limitations of equipment, our experinamwork was only conducted for three

clients using a single cell.

6.4 Retesting

A lot of retesting has been taking place becaugbefact that any simple factors can affect
our results. Certain factors that can affect thégpmance of our wireless LAN are: the other
devices operating in the same frequency range, pane the types of equipment that are
being used for the experiment. Certainly, for oMperiment we do repeat certain tests
several times for accuracy. During our experimemist of the tests being repeated are the
one conducted for congested network because inygpesof network, our experiment proves
that anything can happen. This type of network eegects our assumptions that pretend the
more secure the WLAN, the lower the performanceenlithe retesting is very essential

during measurement type experimentation.

6.5 Summary

This chapter presents the results of our experiah@vdrk. Some briefs explanations on how
and why we obtain the results are also provided.tk® non congested wireless LAN, we
find out that the stronger the security mechanism® lower the throughput and the higher the
response time. The weaker the security mechantsgreater the throughput and the lower
the response time. For a congested network, thadtmgd the WEP key algorithm decreases
a lot more the performance of the network than rottomsidered more secure mechanisms

such as EAP-TLS, LEAP and PEAP. When we add twotlreg clients to the wireless LAN,
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we find out that each additional client decreasgsifecantly the performance of the network.
In the cases of the measurement of the impacteofixhpacket sizes on the network, we find
out as results that the fixed packet sizes affeetperformance of the network in different
ways depend on the security mechanism being usestatfstical analysis is conducted by
taking in considerations some null and alternathwgsotheses. Because of the fact that the p-
values obtained from the two ANOVA models were demathan 0.05, we reject the null

hypotheses for the alternatives ones.
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CHAPTER 7

WLAN Security Recommendations

When it comes to set up the security of a wireled®N, some security guidelines or
recommendations need to be followed. During theupedf the wireless LAN security, one
of the most important factors that needs to beidensd is the performance of the network.
Basically, the designer or the administrator of tregwork needs to establish a tradeoff
between performance and the security mechanisnhéislhe is planning to use. This chapter,
based on our experimental results provides somamaendations about the traffic types
and the security setting of a wireless LAN basedaadmadeoff between performance and
security means.

Firstly, we provide some recommendations or gumgsibased on the traffic types; one of
the factors that have a significant impact on thdéggmance of the wireless LAN when using
any security mechanisms. Then, we go over somameandations based on the wireless

LAN security mechanisms and the performance oh#tevork.

7.1 Recommendations Based on Traffic Types

During our experiments, beside the security medmasy one of the factors we observe that
affect the wireless LAN is the traffic types beinged. We used two traffic types, the UDP
(User Datagram Protocol) and TCP (Transfer CorRroltocol). Our results prove that, for
all the security mechanisms the UDP provides bgtegformance than the TCP as traffic

type. Based on our results, we recommend the usieedDP as traffic type instead of the
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TCP under the used of any security mechanismshimprovement of the performance of

the network.

7.2 Recommendations - Performance Tradeoff & Security

This section provides some recommendations or goetefor wireless LAN security setup
based on tradeoff between performance and sectakiyng in consideration both the

saturated and unsaturated wireless LANS.

7.2.1 Unsaturated Wireless LAN

The results of our experiment for an unsaturated®W/Iwith only one client shows that the
stronger the security of the network, the lower peeformance. When we added two more
clients to the network under the impact of the sa®eurity mechanisms, we find out that
each additional client decreases considerably #réoqmnance of the network but still the
stronger the security mechanism, the lower theoperdnce. In the case of the fixed packet
sizes, all the security mechanisms do have a difteiand significant impact on the
performance of the network. Then, for an orgaiopato use the more secure mechanism, it
has to pay a price which is the decrease of thioqmeance of its wireless LAN. However,
the organization can still use a trade off betweeriormance and security mechanisms. The
organization can use the MAC address which proviéter performance than the WEP and
the 802.1x security mechanisms, but the problenth& is that the MAC authentication
protocol can compromise to some attacks. An orgdioiz can also use the WEP protocol as

basic security because based on our results, the Wies not affect the performance that
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much comparing to the 802.1x security mechanisntse @rawback is that the WEP
algorithm is not really secure (Chapter 3). Thenttdr security is needed because no
organization wants to compromise its informatioras®d on our results, the security
mechanism until now that does not compromise tm@nk attack and that provides better
performance is the EAP (Extensible Authenticatiootétol). It does not mean that it is not
vulnerable to attacks. Based on our results, aarzgtion can also choose to use the EAP or

mix it with WEP to provide better security for usreless LAN.

7.2.2 Saturated Wireless LAN

In the case of a saturated network, our resultgeptivat the 40 and 128 bits WEP key affect
considerably the performance of the network. TheP/¥Eys even affect the performance of
the network more than other stronger security maishas such as EAP and PEAP.
Additionally to that, the WEP protocol is not rgadlecure. In that case, an organization does
not need to use the WEP protocol with keys. Themmation can choose to use EAP or
PEAP as security mechanisms. Because of the fattBAP provides better performance
than PEAP, when it comes to a saturated wireledy,lwe recommend the EAP (Extensible
Authentication Protocol) as the best security mem that provides better tradeoff

between performance and security means.

7.3 Summary

In this chapter, we provide some recommendatiorguatelines that need to be followed to

protect a wireless LAN. When it comes to traffypes, the use of the UDP is selected as
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recommendation to provide better performance uadgrsecurity mechanisms. Based on a
tradeoff between performance and security, theaideAP or the combination of it with

WEP is recommended for unsaturated wireless LAN Hra use of EAP by itself is

recommended in the case of a saturated network.
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CHAPTER 8

Conclusions and Future Work

This chapter concludes our experimental researah thesis work. An overview and

presentation of the future work that can be peréatim the same area is also provided.

8.1 Conclusions

This research quantifies the impact of the securigchanisms on the performance of the
network for congested and non congested wireleds. [ e experiments were first running
for a single client and then they were repeatedrialtiple clients to evaluate the effect of
adding more clients to the network. Another satxgferiments were also conducted for fixed
packet sizes just to analyze their impacts on perdoce.

Our finding and results lead us to conclude tha WDP traffic type provides better
performance than the TCP. It provides greater gjimput and faster response time than the
TCP. For an unsaturated wireless LAN, the resultsethat, the stronger the security of the
WLAN, the lower the performance and the greater riagponse time. In the case of a
congested wireless LAN, the encryption of each Isimcket by the WEP algorithm keys
extremely decreases the performance of the wiréladk It even decreases the performance
of the network more than very well known strongecwsity mechanisms (EAP and PEAP).
When adding multiple clients to the network, wedfout that, when the number of clients in
the system is increasing, the overall throughpuhefnetwork is decreasing. When several
fixed packet sizes were used, we find out that thiégct the performance of the network
differently depend on the security mechanisms basegyl.
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A statistical analysis was also conducted by casid several null and alternatives
hypotheses. Two different ANOVA models were usesinaple and all-interactions ANOVA
models. Based on the results obtained from bothemodels, we reject the null hypotheses
in favor of the alternatives ones because p-vauewer than 0.05 os. We conclude that
the all-interactions model is a better statisticeddel than the simple one because the all-
interactions model generates an R-Sq value equV #6% while the simple model only
generates 84.44%. A correlation test was also pedd to study the linear relationship
between the response time and the throughput; ne@ dut that, they are negatively
correlated. So, whenever one of the variable irsggathe other one decreases. Finally, we
performed a fitted line plot regression analysis; iwalize that, there is a great relationship

between the response time and the throughput.

8.2 Future Work

Further research work can be carried out by studitve effect of the WPA and WPA2 on
the performance of an unsaturated and saturateeless LAN. Other work can be also
performed by repeating the same experiments withipleiaccess point. Our experimental is
based on 802.11g; then it will be interesting ia fhture to conduct a similar research for
others 802.11 standards. Additional research caldoeconducted by studying the impact of

the electrical power on the performance of a wegleAN.

100



References

[1] Arbaugh, W.A.Wireless security is differen€omputer, Volume: 36, 9 — 101, Issue: 8,
Aug. 2003.

[2] Arbaugh, W.A. Your 802.11 wireless network has no clothedlireless
Communications, IEEE Volume 9, Issue 6, Dec. 208@efs):44 - 51

[3] Baghaei, N.; Hunt, REEE 802.11 wireless LAN security performance usmgtiple
clients.Networks, 2004. (ICON 2004). Proceedings. 12th IEBEernational Conference on
Volume 1, 16-19 Nov. 2004 Page(s):299 - 303 vol.1

[4] Balachandran, A., Voelker, G., Bahl, P. and &am V. Characterizing user behavior
and network performance in a public wireless LAM Proceedings of ACM
SIGMETRICS2002.

[5] Bing, B., & Subramanian, R. A Novel Techniquer fQuantitative Performance
Evaluation of Wireless LANsComputer Communication®l. Elsevier. Pages: 833-838,
1998.

[6] Bing B. Measured performance of the IEEE 802uiteless LAN. In Proceedings
Conference on Local Computer Netwgngages 34-42, 1999.

[7] Borisov, B., I. Goldberg, & D. Wagneintercepting Mobile Communications: The
Insecurity of 802.11Seventh Annual International Conference on Mobitan@uting and
Networking. ACM, 16-21 July 2001

[8] Brown, B.;802.11: the security differences between b aRbtentials, [IEEE ~ Volume
22, Issue 4, Oct-Nov 2003 Page(s):23 — 27

101



[9] Brown, G.; Jones, D802.11 Security CheckpoinWireless Oracle, Light Reading
Volume 2, NO 3 March 2003

[10] Burr, W.E Selecting the Advanced Encryption Standa8ecurity & Privacy
Magazine, IEEE. Volume 1, Issue 2, Mar-Apr 200342.

[11] Carli, M.; Rosetti, A.; Neri, A.Integrated security architecture for WLAN.
Telecommunications, 2003. ICT 2003. 10th IntermelcConference on Volume 2, 23 Feb.-
1 March 2003 Page(s):943 - 947 vol.2

[12] Chen, J. C. Measured Performance of 5-GHz 18GP.Wireless LAN Systems.
Atheros Communications, Inc. August 27, 2001.

[13] Cisco. Deployment Guide: Configuring the Cistdireless Security Suite. Cisco
Systems Inc. April 2004.

[14] Cisco. Performance Management: Best Practices White Pae&co Systems, Inc.

1998, http://www.cisco.com/warp/public/126/perfmgmin.

[15] Convery, S., & D. Miller.SAFE: Wireless LAN Security in Depth, versionWhite
paper. Cisco Systems, Inc. 2003
http://www.cisco.com/warp/public/cc/so/cuso/epsti/sgfwl_wp.pdf

[16] Crow, B.P.; Widjaja, I.; Kim, L.G.; Sakai, P.TEEE 802.11 Wireless Local Area
Networks. Communications Magazine, IEEE. Volume 3Bsue 9, Sept. 1997
Page(s):116 — 126

[17] Davies, J. Deploying Secure 802.11 Wirelesdweks with Microsoft Windows.
Microsoft Press, ISBN 0-7356-1939-5, 2004

102



[18] Duchamp D. and N.F. Reynolds. Measured peréorce of a wireless LAN. In
Proc. of the 17th IEEE Conference on Local CompWetworks pages 494-499,
September 1992.

[19] Ethereal, www.ethereal.com

[20] Fluhrer, S., I. Mantin, & A. ShamiiVeaknesses in the Key Scheduling Algorithm of
RC4.Eighth Annual Workshop on Selected Areas in Crymphy, August 2001.

[21] Fortier, P.J. & Michel, H.E. Computer Systenferformance Evaluation and
Prediction. First Edition, Digital Press, ISBN 1598-260-5, 2003.

[22] G. Xylomenos and G.C. Polyzos. TCP and UDFqoerance over a wireless LAN.
In Proceedings of INFOCOMdages 439-446, 1999.

[23] Hao Yang, Haiyun Luo, Fan Ye, Songwu Lu, Lix@aang.Security in mobile ad hoc
networks: challenges and solutiowireless Communications, IEEE, Volume: 11, Isslie:
Feb 2004, 38 — 47.

[24] IP traffic, www.zti-telecom.com/pages/iptraffiest-measure.htm

[25] Kamerman, A., & G. Aben. Net throughput witiEtHE 802.11 wireless LANS.
Wireless Communications and Networking Conferend¢CNC, IEEE. Volume: 2,

Page(s): 747 -752 vol. 2. 23-28 September, 2000.

[26] Karygiannis, T., & L. Owens. (2002Praft: Wireless Network Security - 802.11,
Bluetooth and Handheld Devicé$SA. National Institute of Standards and Technology

103



[27] Marincic, A.; Milovanovic, D. Wireless Local r&a Networks. Telecommunications
in Modern Satellite, Cable and Broadcasting Sesyi@¢999. 4th International Conference on
Volume 1, 13-15 Oct. 1999 Page(s):291 - 299 vol.1

[28] Microsoft. Certificate requirements when yoseuEAP-TLS or PEAP with EAP-
TLS. http://support.microsoft.com/default.aspx?skisten-us;814394. Article ID: 814394,
Last Review: June 7, 2005.

[29] Microsoft. Configure PEAP and EAP methods.
http://technet2.microsoft.com/WindowsServer/f/? éovary/ecb5c750-9917-48eb-
b33b-8404a57e396b1033.mspx. Updated: January B5, 20

[30] Microsoft: How to install a certificate for @s with [P  Security.
http://support.microsoft.com/default.aspx?scid=8S;253498.
Article ID: 253498, Last Review: December 9, 200%Ji, 2005.

[31] Microsoft IIS Team, Internet Information Sergs 6.0 Resource Kit. Microsoft
Press, ISBN 0-7356-1420-2, 2004.

[32] Nayak, D.; Rajendran, N.; Phatak, D.B.; Guyla#i.P. Security Issues in Wireless
Local Area NetworksElectrical and Computer Engineering, 2004. Camadianference on

Volume 3, 2-5 May 2004 Page(s):1637 - 1640 Vol.3

[33] Orinoco. (2002).Principles of 802.1x Secuyit Orinoco Technical Bulletin 048/B.
Lucent. April 2002

[34] Potter, B.Wireless security’s futureSecurity & Privacy Magazine, IEEE, Volume: 1,
Issue: 4, July-Aug. 2003, 68-72.

104



[35] Russell, S.FWireless network security for usermformation Technology: Coding
and Computing, 2001. Proceedings International &@enice on 2-4 April 2001 Page(s): 172
-177

[36] Stallings, W. Cryptography and Network Security: Principles andadices
Pearson Education, Inc., NJ, Third Edition, 2003.

[37] Stallings, W. IEEE 802.11: Moving Closer to aPtical Wireless LANs. IT
Professional IEEE, Volume 3, Issue 3, May-June 28@&de(s):17 — 23

[38] Stallings, W. IEEE 802.11: Wireless LANs fromto n. IT Professional, Volume 6,
Issue 5, Sept.-Oct. 2004 Page(s):32 — 37

[39] Stevens W. TCP slow start, congestion avoidariast retransmit, and fast recovery
algorithms. Internet Request for Comments, Janii@®y. RFC 2001.

[40] Tanenbaum, A.S. Computer Networks, FourthtiBdi Prentice Hall PTR, ISBN: 0-13-
066102-3, 2003

[41] TGi. (2002). Task Group 802.11i: IEEE, Inctg/www.ieee802.org/11.

[42] Vasan, A., & A. U. Shankar. An Empirical Chaterization of Instantaneous

Throughput in 802.11b WLANSs. Department of Comp@&etence, University of
[43] Walker J. R. IEEE 802.11 Wireless LANs: Unsafe at any key sareanalysis of

the WEP encapsulationDocument Number: IEEE 802.11-00/362. 27 October 0200
Maryland. http://www.cs.umd.edu/~shankar/Papers/BO@-jprofile-1.pdf

105



[44] Wong, J. Performance Investigation of Secud2.81 Wireless LANs: Raising the
Security Bar to Which Level? Master’'s Thediliversity of Canterbury, Christchurch, NZ,
2002.

106



APPENDIX A.

1. Data Captured for Unsaturated Network

DATA CAPTURED

Security TCP UDP
Mechanisms ] _
TCP Throughput{KB/s} | TCP Response Time (ms) | UDP Throughput{KB/s} | UDP Response Time (ms)
1 E7.830 11.140 B7.910 11.134
1 E7.810 11.150 §9.750 9.270
1 £8.340 11.110 58.950 10.763
1 57.600 11.155 59.670 9.3581
1 58220 11.114 £9.540 9.128
2 E7.820 11.136 £8.510 10.765
2 57.500 11147 67 560 11.093
2 E7.520 11.145 52,2580 9.210
2 E7.830 11.148 55.630 10.485
2 B7.5820 11.1458 55.430 10.578
3 57.850 11.143 §7.900 11.136
3 58130 1117 59.260 9.230
3 57.880 11.132 53.520 10761
3 57620 11.155 £7.530 11.140
3 57 850 11.133 58450 10.523
4 54.050 13.328 54.070 13.217
4 55.810 12.357 56.280 11.892
4 57.030 11.976 58.730 11.651
4 55870 12.318 57.450 11.664
4 52.810 14287 56,320 11.917
5 47.010 16.432 52,500 13675
5 £3.740 11.357 58.250 11.427
= 24,110 13.279 55.520 11.361
5 57.830 11.855 52,170 13.687
= 44,600 17,758 53.120 13.662
5 52.370 14576 53.440 13678
5 48.870 15.895 49.570 14.936
5 51.830 14.828 53.570 13.624
5 53.200 14.263 A1.850 14.841
5 49.210 165.812 52,550 13675
7 20,350 15,267 48,240 15.873
7 47 630 16.285 45.500 16.854
7 44,130 17.825 52.100 14.815
7 49.020 15.878 48720 1591
7 48.560 15936 51.350 15.487
8 45180 17.248 46,5850 16.728
8 44,250 17.889 47.750 16.266
8 44 450 17.816 48.120 16.179
] 43.860 18.321 46.340 16.924
g 42,550 18.654 47.210 16.335
9 45.500 17.203 44,780 17,694
9 39.160 21.280 41.550 19.785
9 38.640 22370 43.570 18.442
9 40.100 19.405 39.510 21615
9 37.450 23.482 42670 18.65849
10 38230 22.8595 38,260 22 857
10 37620 23455 37840 23.531
10 36.050 25773 38.750 22420
10 36.630 25,354 41.110 20267
10 35.820 27513 39.270 21.943
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2. Data Captured for Saturated Network

TCP

Security Layer ubP
TCP Throughput{KB/s} | TCP Response Time (ms) | UDP Throughput{KB/s} | UDP Response Time (ms)
1 671.220 1.294 F22.310 1.082
1 576.640 1.278 F21.5940 1.087
1 578.430 1.270 626.5580 1.055
1 573.420 1.283 B27.540 1.043
1 574.650 1.280 524,800 1.072
2 570770 1.3 515.690 1.136
2 563.520 1.323 £14.070 1.158
2 565.780 1.338 516.430 1.145
2 571.270 1.293 £158.310 1.135
2 562.030 1.341 £19.940 1.123
3 561.880 1.345 F05.350 1.293
3 a67.230 1.332 GO7. 480 1.206
3 565.630 1.335 B09.430 1.279
3 562,570 1.343 BO2.110 1.304
3 566.450 1.337 507 550 1.282
4 128.850 9.381 280.570 4.663
4 131.670 9.345 27920 4.691
4 127.050 9.414 275,480 4712
4 130.800 9.355 276.500 4.704
4 126930 9.402 278.550 4.678
5 121.5820 9.578 275,320 4.716
= 119.950 9.554 272910 4.728
5 124.760 9.542 273.850 4.724
= 123.560 9.567 270,930 4.735
5 126.250 9.527 272,840 4728
5 120.730 9.5581 272510 4.730
5 116.820 9.242 273.040 4726
5 123.6650 9.655 270,340 4.764
5 118.870 9.835 274170 4.719
B 122.5820 9.574 271.250 4.738
7 562,230 1.344 BO3.750 1.302
7 559,480 1.388 501.080 1.318
7 556.310 1.437 589,780 1.336
7 554.830 1.464 G02.590 1.303
7 561.170 1.522 G01.850 1.313
8 114,930 9.855 270,650 4.740
8 119.260 9.803 266540 4,752
8 122,870 9.7858 2F5.760 4.786
] 116.5880 9.5826 267350 4,785
g 123.670 9.554 265.570 4.783
9 118.560 9.5358 2B5.530 4.815
9 119.230 9.805 267780 4.7858
9 118.380 9538 264.510 4,887
9 116.420 9.848 267.700 4.7858
9 118.250 9538 263.240 4.832
10 A06.150 1.608 A80.510 1.227
10 A01.670 1.543 A87 570 1.249
10 499,550 1.548 584.570 1.256
10 497 870 1.539 585.230 1.253
10 503.430 1.556 5586.920 1.280
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APPENDIX B. EXPERIMENT CONFIGURATION

The following sections show briefly the configuaatiof the wireless LAN and the security
mechanisms from the client and the server side.mbdifications made to the equipments
such as: access point, client devices and servargiine experiment are also presented. The
first section presents the changes made on that chde and the second one shows the setup

on the server side.

B.1 Client Side

Firstly, we installed the wireless card softwaretloa clients PCs. Because of the fact that we
were using a single cell, we assigned a staticdidresss to the clients, access point, server
and switch just to place them in the same segmidrd.subnet mask, default gateway and
DNS server IP address were also entered (See ARLre).

The WEP security protocol was configured on thentliside from the wireless properties to
allow the client to be part of the network when WE#s being used (see Figure B.1.2).
Firstly, the method to assign an IP static addiesse WLAN devices is presented, and then
we show how to setup some of the security mechan@mthe client side. Finally, we show
how to enter the assumptions data into the IPi¢rgénerator and we also show the traffic
generator setup on the client PCs.

Figure B.1.1 shows the assignment of a static Ifems$ to a client which is part of the

wireless LAN and Figure B.1.2 shows the setup efWEP protocol on the client machines.
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We configured the EAP-TLS to allow the client talenticate to the network when it was
being used (see Figure B.1.3) as security mecharisstly, we right clicked on the wireless
icon in the taskbar and we selected propertiesittk window popped up in which we
entered the profile name and the SSID setup omdhess point and we clicked next. In the
next window (Figure B.1.3), we enabled the 802 dsusity method and we selected WEP as
Data Encryption and TLS for EAP method. We alsovgled the certificate issuer from the

server and specified the name of the radius sénat¢iauthenticated the client.
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Figure B.1.3Setup of the EAP-TLS
When the PEAP was used as security mechanism, al@ezhthe 802.1x security method

and we selected PEAP as Authentication type. We @isvided the authentication protocol

111



being used and we entered the user name and pasfwdine client so he/she would be able

to authenticate. Figure B.1.4 shows the configaratif the PEAP as security mechanism.

IP Traffic
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Figure B.1.4: PEAP Security Configuration

The traffic generator uses in our experimental wWagk two operation modes, one for the

clients and the other one for the server. Figude®Bshows the traffic generator operating on

the client side. Figure B.1.6 shows the parameaterdgiguration window for entering the

assumptions for the traffic being generated. To #e¢ window and be able to enter

information into it, we clicked on the parameteuston.
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Figure B.1.5:IP Traffic Generator on client side
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B.2 Server Side

The setup of the security mechanisms was being dortee server using a web browser to
access the interface of the access point. Oncecesssed the interface of the access point,
we used the security options provided by the martufar to setup the security mechanisms.
We also used the Ethereal from the server sideapduce packets and collected statistical

results. The IP traffic was also used on the sesidhr to receive traffic.

Access Point Configuration

Figure B.2.1 shows the configuration of the MAC haauttication into the interface of the

access point on the server side.
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Figure B.2.1: MAC Authentication Configuration
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Figure B.2.2 shows the setup of the WEP securipgogol via the interface of the access
point on the server side. We chose the “EXPREES W BHATY” option from the menu
provided on the left part of the interface and thwenselected the option: static WEP key. We

selected the size of the key and we entered it.
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Figure B.2.2:WEP Security with 128 bits Setup

For the EAP-TLS configuration, we first clicked security and then on encryption manager.
It took us to the interface shows in Figure B.2N8e created an SSID; we checked both
“open authentication with EAP” and “Network EAP”tams. We entered the IP address of
our radius server in the EAP authentication custerbiox. The setup of the radius server into

the access point interface is provided in Figuiz 4.
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Figure B.2.4: Setup the Radius Server into the access poinfact
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Figure B.2.5 and B.2.6 show how to setup the PE&dRrsty mechanism into the interface of

the access point.
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Figure B.2.5: First Part of Setting up PEAP into the Access Point
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Server Configuration

Figure B.2.7 shows the process of adding new diemthe Radius server. Under the Radius
Server icon, we right clicked on the “Users” folderd we selected the “new user” option to

create a new account on the server side.

"t Consola - [Console Root' Active Directory Users =& x|
Bﬁ] File Action Wiew Favorites Window  Help |;|i|1|
=~ B@E e XTRB @ eifhvan
(L] Consale Root A | Mame |
EI@ Active Direckary Users and Compubers [sr € nedier

D Saved Queries € rambo

E‘@ radius. Upr. edu ﬂ tieman dorval

-1 Buitin @wireless
D Computers

(& Domain Controllers New Object - User x|

+ D FareignSecurityPrincipals

(&) Radius Clients
i Users g Create i radius.uprm.edu/Users

]--@ Authorization Manager
£ & DNS

]--% Services (Local) First name: INed\er Initials: I

£
£
£
[]--& Internet Authentication Service (Local)
[
£
E

]@ DHCP Last name: IJanvier
]--@ Certificate Templates
@ Certificates - Current User Full name: INed\er Jarvier
] [Z Personal
(21 Trusted Root Certification Authorities Uszer logon name:
[Z1 Erterprise Trust

loulou (@radius. uprm. edu hd
(2 Intermediate Certification Authorities I I £ J
: g Ative Directary User Chject Uszer logon name [pre-windaows 2000):
-1 Trusted Publishers
E [RADILS\ flovou

D Untrusted Certificates

D Third-Party Root Certification Authorit
D Trusted People

D Certificate Enrolment Requests

-3 Certification Authority (Local) < Back I Met > I Cancel |

I'_—'I-I- 4 Internet Information Seivices (I15) Manj;l
4 3

Figure B.2.7: Add a User or an Account to the Radius Server

Figure B.2.8 shows how to add a group policy famviping better security on the server side

and B.2.9 shows the active directory of the usemsgadded to the server.
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Figure B.2.9: Active Directory Users on the Server Side

119



A certificate was issued by the server for evengntl Then, the client by using this

certificate would be able to authenticate to theexeevery time he/she wanted to connect to

the network. Figure B.2.10 shows a copy of theifteate issued by the server for the client

with user name “rambo”.
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Figure B.2.10:User certificate Issued by the server
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Ethereal

As mentioned in chapter 5, the ethereal software used to capture packet and collect
statistics results. In Figure B.2.11, we show ttiereal software displaying statistical results
after capturing packets. We got the statisticalypowindow by choosing statistics from the

main menu and by selecting summary from the popepun
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142732 190,49.4.129 .145.116. 233 Elspsed: 0:00:14 E)
L148592  24.3.210.254 L145.116. 233
155345 209.73.189.127 145,116,233 Caprire
- jl-g ggz& igg - Zi -ijf -5_13; . %;‘ _5-138-;_6-1%3 Interface: Broadcom Netxtreme Gigabit Ethernet Driver
155765 209.73.189.127 .145.116. 233 i O
.155882 209.73.180.127 .145.118, 233 Cepturefiker:  none
SLS5500  136.145.116.233 L 73.188.127
] Display
Display filter: none

34 0.156136 209.73 19 127 136.145.116.233 Marked packets: O
1

37 0.156277. 136.145.116.233  209.73.189.127 e ot x| D]
IR O.TATETR  136.145.116.733 R2.227.140.223 Between Frst and [ast packet 14,853 sec
Packet Length: 60 hytes Packsts 2375 i}
Capture Length: 80 bytes Awg. packets/sec 159,695
[protocols in frame: eth:ip:itcp] . paket size 79,000 bytes
# Ethernet II, src: Foundryn_5T:9F:00 (00:04:80:5F:9F: 57 et
= Internet protocol, src: 24.183.31.75 (24.183.31.735), yies
version: 4 Avg. bytesfsec 106638,151
Header Tlength: 20 hytes Awg. MEitjsec 0.869

pifferentiated services Field: 0x00 (DSCP 0x00: Def]
Total Length: 40
Identification: 0xd412e (16686) i,
Flags: Ox04 (Don't Fragment)
Fragment offser: o

Time to Tive: 108

pProtocol: TCP (OxX06)

Header checksum: 0x%a25 [correct]

&

&

[

Source: 24.183.31.75 (24.183.31.75) 4
Go00 00 1T 11 4b eb ar
oolo 1 2e 40 00
o020 B 40 0d 47 1c 3
0030 fa 40 00 00
finterret Protocol (in), 20 bytes [F: 2375 i 2375 M: 0 Drops: 0

Figure B.2.11:Ethereal Software
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IP Trafffic

The IP traffic generator software was also usedhenserver sideFigure B.2.12 shows the

traffic generator running on the server side.

;,7 “IP Traffic - Test & Measure™

File Edt Configuration Tools File Downloading Automation Tool Help  Operating mode

IF Generator - Parameters | IP Generator- Trafic + Statistics  |P Answering - Parameters + Statistics ]Traﬂ'lc Smfrer] Traffic Obsel’\few
Listening Ta Carming From Receiving Working Mode Statistics (hased on application data)
Por, Protocoly | Remote IP Address or HostMame , | | Remlay Mode Thru?;hpu{ \,I'UE);ng Thruz);hpul ngxmg Jitter
Gonnection#01 | [2010 |TcP ~|||[136.14530126 |apsorer  +| #01
connection#0z *l[2011 [tep -|||[138.14530027 [Absoroer — ~| #02
Connection#03| *|[2012] [Top ~||[138.14530.128 [apsorber  +| #03
Connection#04 /{2008 [TCP ~|| [ANY_ADDRESS [sbsomber =] #04
GCornection#05 || 2009 [TCP ||| ANY_ADDRESS [absorber  ~| #05
Connection#06 | (2008 [TCP ~|||[ANY_ADDRESS [apsorber -] #06
Connection#07 || 2009 [TcP ~|||[ANY_ADDRESS [apsorber  +| #07
Connection#0g /{2008 [TCP ~|| [ANY_ADDRESS [sbsomber =] #08
GCornection#0a || 2009  [TCP ||| ANY_ADDRESS [absorber  ~| #08
Connection #10 j‘EUUQ ‘TCF’ j |ANY_ADDRESS |Absurber j #10
Connection#11 | /{2008 [TGP ~|| [ANY_ADDRESS [apsorber | #11
Connection#12 /{2003 [TcP ~|| [ANY_ADDRESS [Absomer <] #12
Connection#13 /{2008 [TCP -] [ANY_ADDRESS [absorber | #13
Connection #14 j‘EUUQ ‘TCF’ j |ANY_ADDRESS |Absurber j #14
Connection#15 /{2008 [TGP ~|| |ANY_ADDRESS [apsorber | #15
Connection#16 /{2003 [TcP ~|| [ANY_ADDRESS [Absomer <] #18
Eper SIEEzs i 2 Fle o Start Receiving ‘ ‘ Choose Cnlumms‘ Reset Display
Parameters Exportis disabled Traffic

GPS  ZClock Activity

B - o T [ ¢ EEE

Remote Control of an IP Traffic - Test & Measure system
Rermots file context Remote |F address or Host Mame  Port Remate Operation Ll e

‘ ‘ | 2600 ‘ | Loca?t;‘:):;[ss&s

Figure B.2.12: Traffic Generator on the Server Side
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